MunuctepcTBo npocsemieHus: PO
denepanbHOE rocyIapCcTBEHHOE OI0HKETHOE 00pa30BaTeIbHOE YUPEKICHHE BBICIIETO
oOpa3oBaHus «I J1a30BCKUI rOCy1apCTBEHHBIN NH)KEHEPHO-TIEAarornuyeckuii ynusepcurer uM B.I'.
Koponenko»

,Zl,m-cyueu”r moanHcaHn
YeHIIeHHo¥ KBATH)HIHPOBARHOIH
31eKTPOHHOH MOAMHCHI0

Ceprudukar: 0258bf5d001ab2109d4d10696c09935145
Bragenen: YUnrosckas-Hazaposa fianna AnekcamIpoBHa
HeticTurenen: ¢ 31.10.2024 mo 31.01.2026

PABOYASA ITPOI'PAMMA I[TPOPECCHOHAJIBHOT'O MOAYJIA
IIM.02 OP'AHU3ALIUA CETEBOI'O AAMUHUCTPUPOBAHUA
OIIEPAIIMOHHBIX CUCTEM

Hins cnenmansroctr: 09.02.06 «CeTeBoe u ccTeMHOE aIMUHUCTPHPOBAHH €
KBanugukanms BeinyckHiKa: CHCTEMHBIA aJMUHUCTPATOP

I'maszos, 2025 T.



Paccmotpena Ha 3acenanuu kadeapol PexoMeH10BaHO K yTBEPKIEHUIO
Marematukyu 1 HHpOPMATHKH 3acedanue yuenozo cogema gaxyrbmema

HOuM
Ilpomoxon Ne 7 om "19" peepans 2025 e.

Ilpomoxon Ne 6 om "21" gpespans 2025 2

Pabouas nporpamma npogeccnoHaIbHOr0 MOAYIS pa3paboTaHa Ha OCHOBE:
- Ha OCHOBE (heJepaIbHOTO TOCYAApPCTBEHHOTO0 0O0pa30BaTEIbHOIO CTaHIAPTA CPEIHETO
npodeccuoHaibHOr0  oOpazoBanusi 1o crenuaabHocTH  09.02.06 CeTeBoe U CHCTEMHOE

aJIMUHHUCTPHUPOBAHHE, YTBEPKAECHHOTO [Tpuxazom MuHnpocseneHus Poccuu

or 10.07.2023 r. N 519.

Opranuzanus-paspadotuuk: degepaibHoe rocy1apcTBEeHHOE OI0KETHOE 00pa3oBaTeIbHOe
yUpeKACHHE BhICIIEro o0pa3oBaHus «I Ta30BCKUIl TOCYAapCTBEHHBI WH)KEHEPHO-TIEIar OrMYeCKHA

yHuBepcuteT uMeHH B.I'. KoposeHko».

Pa3paborunk: Karopos E.A., Begymwii cienmanuct texunonapka YIIK THUITY



1. OBIIASI XAPAKTEPUCTUKA PABOYEH ITPOI'PAMMBbBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA
«IIM.02 Opranu3zanys ceTeBOro aIMUHUCTPUPOBAHNS OIIEPALIMOHHBIX CUCTEM

1.1. Heab u miiannpyembie pe3yJbTaThl 0CBOeHHsI TPO(ecCHOHATIBHOT0 MOXYJIS

B pesynbrare m3yueHus mpodeccHoOHAILHOTO MOYJIS O0YYarOIIMXCsl TOJMKEH OCBOUTH OCHOBHOM
BUJ JearenbHocTH Hactpoiika ceTeBoit HH(PPACTPYKTypbl M COOTBETCTBYIOIIME €My OOIue
KOMITETEHITNH U TTPO(HEeCCHOHATIbHBIC KOMITETECHITUH

1.1.1 [TepevyeHnb 0OUTUX KOMIETEHITUN

Kon HaunmeHoBaHue 00X KOMIIETEHIINNA

OK 01 Bribupath ciocoOsl pemienus 3a1a4 npohecCHOHATLHON IEATEIbHOCTH MPUMEHUTENBHO K
Pa3IUYHBIM KOHTEKCTaM

OK 02 Hcnonp30BaTh COBpEMEHHBIE CPEICTBA MTOMCKA, aHAINM3a U HHTEpIpeTaluyu HHPOpMaLuu, 1
MH()OPMAIIMOHHBIEC TEXHOJIOTHH JIJISI BBITOIHEHUS 33424 MPO(GECCUOHAIBHOMN JIESTETbHOCTH

OK 04 OddexTuBHO B3aUMOICHCTBOBATh U PA00OTATh B KOJUIGKTHBE U KOMAaH/IC

OK 05 OcCylecTBIATh YCTHYIO M HUCHbMEHHYIO KOMMYHHUKAlLMIO Ha TOCYAapCTBEHHOM S3BIKE
Poccuiickoii @enepanuy ¢ y4eToM 0COOCHHOCTEN COLMAIBHOTO U KYJIbTYPHOTO KOHTEKCTa

OK 09 [Tonb30BaTbes npodeccuoHaANbHON TOKYMEHTAlUel Ha TOCyIapCTBEHHOM W MHOCTPAaHHOM
S3BIKAX

1.1.2. [lepeyenp mpogeccuoHaIbHBIX KOMIETEHIIHI

Kon HaumenoBanmue BUOB ACSITENHHOCTU U TPOPECCHOHAIBHBIX KOMIIETEHITUN

B/l 2 Opranmn3anusi ceTeBOoro aIMMHUCTPUPOBAHUS ONIEPANMOHHBIX CHCTEM

K 2.1 IIpuHMMAaTH MepbI 10 YCTPAHEHHIO ¢00EB B ONEPANMOHHBIX CHCTEMAaX

1K 2.2 AJIMUHUCTPUPOBATDH CETEBBIE PECYPCHI B ONEPAIIMOHHBIX CUCTEMAX

[IK 2.3 OcyiecTBisTh cOOp AaHHBIX IS aHATHM3a UCTIOIB30BaHUS U (DYHKIIMOHUPOBAHUS
MIPOTrPaAaMMHO-TEXHUYECKHUX CPEJICTB KOMIBIOTEPHBIX CETEH

[IK 2.4 Ocy1iecTBIATh MpoBeieHne 0OHOBICHUS MPOTPAMMHOTO OOECTIeUeHUs OTepPaIlMOHHBIX
CHCTEM U MIPUKJIIAHOTO MPOTPAMMHOT0 00ECTICUSHUS

[IK 2.5 Ocy1ecTBIATH BBISIBICHUE M YCTpaHEHUE UHITUICHTOB B TIpoliecce (PyHKIIMOHUPOBAHUS
OTIEPAIIMOHHBIX CUCTEM

1.1.3.lnaukatopsl olieHKH c(OPMHUPOBAHHOCTH TPO(PECCHOHATBHBIX KOMITETCHITHNA

Opranuzanus cereporo | [IK.2.1. ITpunumars Mepol | HaBbIKH:
aIMUHUCTPUPOBAHUS M0 YyCTPaHEHHWIO COOEB B | BBIABICHUS U OIpeaencHus cOoeB W
ONEPAMOHHBIX CUCTEM ONEpalMOHHBIX CUCTEMAX OTKa30B CETEBBIX YCTPOWMCTB, u

OTEPALIMOHHBIX CUCTEM;
YCTpaHEHHsI MOCTEACTBUN COOEB U OTKA30B
CETEBbIX YCTPOMCTB U OINEPALUOHHBIX
CHUCTEM;




perucTpanuu coobmeHnuid o6 omudkax B
CETeBBIX YCTPOWCTBAX M OMEPANMOHHBIX
CUCTEeMaXx;

OoOHapyKCHHSI KPUTUICCKIX HHIIHICHTOB U
INPUYMH BO3ZHUKHOBEHHUS KPUTHUYECKUX
UMHIMJICHTOB TpH paboTe NPUKIAIHOTO
MPOrpPaMMHOT0 OOecTieueHus;
BBINIOJIHEHUSL JEHUCTBUM IO YCTPAHEHUIO
KPUTHYECKHX WHIUACHTOB MpH padore
IIPUKIIATHOTO IPOTPaMMHOTO
ofOecriedeHUss B paMKax JOJIKHOCTHBIX
0053aHHOCTEH;

uAeHTU(DUKAIIMY UHIMIEHTOB IpU padoTe

MIPHUKJIATHOTO MPOrPaMMHOTO
obecreyeHusl.

Ymenusn:

UICHTU(DUIIUPOBATh H OLIEHUBATh

CTCIICHb KPUTUYHOCTH HWHIUMIACHTOB,
BO3HUKAIOIIUX TPH YCTaHOBKE W paboTte
MIPOTrPaMMHOTO obecrnieveHus, u
NPUHUMATh pEIICHHE 10 W3MCEHCHHUIO
MPOLEAYPHl YCTAaHOBKY;

YCTPAHATh BO3HUKAIOIINE HHIIUICHTBL;
JIOKAJIM30BaTb OTKa3 W HWHUIUHUPOBATH
KOPPEKTHPYIOIIUE ICHCTBUS;
IIOJIB30BaThCA HOpMaTI/IBHO-TeXHH‘ICCKOﬁ

JIOKyMEHTaIuen B o0Jactu
MH(POKOMMYHUKAITMOHHBIX TEXHOJOTHUIA;
BBIIOJIHATH MOHHUTOPHHT

aAMUHUCTPUPYEMOI UH(POPMAIIMOHHO-
KOMMYHUKAIIUOHHOW CUCTEMBI;

KOH(UTYPHPOBATH OTIepaIOHHBIC
CHUCTEMBI CETEBBIX YCTPOMCTB.
3HaAHUA:

JJMIICH3UOHHBIX Tpe6OBaHI/II71 Io HaCTpOﬁKe
H OKCILTyaTalluu

YCTaHaBJIMBAaEMOI0 IIPOrPaMMHOTO
o0ecIreyeHus;

OCHOB  apXMTEKTYpbl, YCTpOWCTBa U
(GYHKIIMOHUPOBAHUS

BBIUMCITUTEIBHBIX CHCTEM;
TIPUHIIMIIOB OPTaHU3AIMH, COCTaBa U CXEM
paboThI OMEPAITMOHHBIX CUCTEM;

TpeOOBaHMI OXpaHbI TpyJa Mpu padboTe ¢

anmapaTHbIMH, IpOTrpaMMHO-
anmnapaTHbIMU " IPOTPaMMHBIMA
CpelCcTBaMu aMMHHUCTPUPYEMON

MH(OPMaLMOHHO-KOMMYHUKAIIMOHHOM
CUCTEMBI.

HaBbiku:




I1K 2.2.
AMUHUCTPUPOBATH
CEeTEBbIC pecypcesl B

OICPpallMOHHBIX CUCTEMAX

COTIOCTaBJICHHE aBapUHHON HH(POpPMAIHH
oT pa3IMYHbIX YCTPOMCTB
MH(POPMALMOHHO-KOMMYHUKAIIMOHHON
CUCTEMBI;

JOKaIu3alksg  OTKa30B B CETEBBIX
YCTPOMCTBAX U ONEPAlMOHHBIX CUCTEMAX;
KOHTPOJISI €KETHEBHBIX OTYETOB OT CUCTEM
MOHMTOPMHIa M CHUCTEMBl cOopa |
nepeaayn yueTHol HHpopMaluy;
UCTPABJICHUS OIIMOOK  KOH(UTYpaILUH
CETEBBIX YCTPOMCTB U  ONEPALMOHHBIX
CHUCTEM,;

COCTaBJICHUE OTYETOB 00 MCIIOJIb30BAaHUU
CETEBBIX PECYPCOB U  ONEPALUOHHBIX
cucTemMax

YMmenus:
UCIIOJIb30BaTh ~ COBPEMEHHBIC  METO/IbI
KOHTPOJIA MIPOU3BOAUTEIILHOCTH

MH(OPMALOHHO-KOMMYHHUKAIIHOHHOM
CHUCTEM;

JIOKaJIN30BaTh OTKa3 U HMHUIMUPOBATH
KOPPEKTUPYIOLIUE NEHCTBUS;

PUMEHSATH [IpOrpaMMHO-annapaTHbIe
CpeacTBa il JMArHOCTUKH OTKa3OB U
OIIMOOK CETEeBBIX YCTPOUCTB;

IPUMEHATh  BHEIIHME W IITATHBIC
[IpOrpaMMHO-aNNapaTHble CpPeACcTBa JIs
KOHTPOJII TPOU3BOJUTEIIBHOCTH CETEBOM

UH(PPACTPYKTYPHI nH(pOpMaIMOHHO-
KOMMYHHKAITMOHHON CHCTEMBI

3HaHus:

MIPUHIIAIIOB (GYHKITMOHUPOBAHHUS
anmnapaTHBIX, MPOTPAMMHBIX U
MIPOrPaMMHO-AIITAPATHBIX CpEICTB
aIMUHUCTPUPYEMOU CETH;

pETIIaMeHTOB MIPOBEICHUS

npopuIakTHYeCKUX paboT Ha
aJIMUHUCTPUPYEMOl  WH(POPMAIIMOHHO-
KOMMYHHKAI[HOHHON CHCTEME;
YCTPOHCTBA W  TNPHHIUNOB  PabOTHI
Ka0eNbHBIX U CETEBBIX aHAJIN3ATOPOB;
CpelCTB rJIyOOKOTO aHaiM3a
MH(POPMALOHHO-KOMMYHUKAIMOHHON
CHCTEMBI;

METPUKHU MPOU3BOIUTENILHOCTH
aIIMUHUCTPUpYEeMO  MH(OPMAIMOHHO-
KOMMYHHUKAIIHOHHON CHCTEMBI;
periIaMeHTOB MIPOBEICHUS
npopHIakTHYeCKUX paboT Ha
aJIMAHUCTPUPYEMO  WH(POPMAIIMOHHO-
KOMMYHHKAIIHOHHON CHCTEME;




TpeOOBaHMI OXpaHbl TpyJa Mpu padoTe ¢
CETEBOH aInaparypou aIMUHUCTPUPYEMOU
MH(POPMALMOHHO-KOMMYHUKAIIMOHHON
CUCTEME

I[IK 2.3. OcyiecTBisiTh
cOOp MaHHBIX JUIS aHAJIN3a
WCIIOJIb30BAHUSA u
(GYHKIIMOHUPOBAHUS
IPOrPaMMHO-TEXHUYECKHUX
CPEICTB  KOMIBIOTEPHBIX
ceTe

Hasbixu:

BOCCTaHOBJICHUS 11apaMeTpoB 1o
YMOJIYAHUIO  COIJIaCHO  JIOKYMEHTAallUH
OIEPALMOHHBIX CUCTEM;

BOCCTaHOBJICHUS [1APAMETPOB IIPU IOMOIIH
CEepPBEpPOB  apXMBUPOBAHUS M  CPEICTB
YIPaBJICHUS CIELUATTU3UPOBAHHBIX
OIEpalMOHHBIX CUCTEM CETEBOI0
000opyIoBaHus;

MOHUTOPHHIA IIPOBEAEHHOIO IIJIAaHOBOTO
apXHWBHUPOBAHUS

110JIb30BATEIbLCKUX YCTPONCTB

Ymenus:

UCIIOJIb30BATh
BOCCTAHOBJICHHS IaHHBIX;
ONPEACIATh  TOYKHU
JAHHBIX;

paboTtath C cepBepaMu apXUBUPOBAHUS U
CPEICTBAMHU YIIPABJICHUS OMEPALUMOHHBIX
CHUCTEM;

MOJIb30BAaThCS HOPMATHUBHO-TEXHHUYECKOM
JIOKyMEHTaIuen B obnactu
MH()OKOMMYHHUKAIIMOHHBIX TEXHOJIOTHI;
BBIMIOJTHATh  TUIAHOBOE  ApXHBUPOBAHUE
MIPOrPaMMHOTO obecrnieueHus
MOJIb30BATEIIBCKUX YCTPOHCTB COTJIACHO

rpaduky

MPOLETYpPbI

BOCCTaHOBJICHHUA

3HaHuA:

O0IIMX NPUHIUIOB (DYHKIMOHUPOBAHMS
anmnapaTHBIX, MIPOrpaMMHBIX u
IIPOrpaMMHO-aINapaTHBIX CPEICTB
aMUHHUCTpUPYEMON  MH(GOPMaLMOHHO-
KOMMYHMKAI[MOHHON CHCTEMBI;
MEXIYHApOAHBIX CTAaHAAPTOB JIOKAJIbHBIX
BBIYHCIIUTEIBHBIX CETEH;
perJamMeHToB
npoduIakTHYeCKUX paboT Ha
aJIMMHHUCTPUPYEMON MH(pOPMaILMOHHO-
KOMMYHHKAIIMOHHOM CHCTEME;
TpeOOBaHMI OXpaHbI TpyJa Mpu padoTe ¢
CETEBOH almaparypon aIMUHUCTPUPYEMOU
MH(OPMaLMOHHO-KOMMYHUKAIIMOHHOM
CUCTEME

MIPOBEACHUS

I[IK 2.4.
MPOBE/ICHUE
IIPOrPaMMHOI0
obecreyeHus

OcymecTBiIsITh
OOHOBJICHUS

HaBpikn:

3allyCKa, MOHHUTOPHMHIa M  KOHTPOJIA
NpOUEAYPbl ~ YCTAHOBKH  MPHUKJIATHOTO
MIPOrPaMMHOT0 00eCTIeYeHIsI HA KOHEUHBIX




OMEPAlMOHHBIX CHUCTEM U
MIPUKIIATHOTO
IIPOrPaMMHOTO
obecrieyeHust

yCTpOMCTBaX MOJIb30BaTENEH u/unu
CEpBEPHOM 000pPYIOBAHHH;

PE3EPBHOTO KOMHUPOBAHUS MPOIPAMMHOTO
o0ecrieyeHns TEXHUYECKUX CPEJICTB;
paboThl C CHCTEMOW II0 KOHTPOII 3a
POQUTAKTHIECKUM

00cITy)KMBaHUEM;

BBITIOJIHEHUSI OOHOBIICHUS] TTPOTPAMMHOTO
oOecrieyeHHsT  TEXHUYECKHX  CPE/ICTB
COIJIACHO MHCTPYKIIUHU

Ymvennsn:

co0JIr01aTh poreaypy YCTaHOBKH
MIPHUKJIATHOTO IIPOrPaMMHOT'0
obecrieueHns B COOTBETCTBUU c
TpeOOBaHUAMU OpraHHU3aI1H-
HpOI/I3BOI[I/ITeHSI;

UJACHTH()HUIIUPOBATH HMHIUIEHTEI,
BO3HUKAKOIINEC HpI/I YCTaHOBKe
IIPOrPaMMHOI'0 obecrieueHus, u

MPUHUMAaTh PEIICHHE TI0 HW3MEHEHUIO
MPOLIEYPbl YCTAHOBKU;

MOJIb30BaThCS  HOPMATUBHO-TEXHUYECKOU
JIOKyMEHTaluen B obrnactu
MH(POKOMMYHUKAITMOHHBIX TEXHOJIOTHUIA;
UCIIOJIb30BaTh pPa3ju4HbIE CpEICcTBA U
PSKHMBI  YCTAaHOBKHM W OOHOBIICHUS
MIPOrpaMMHOTI0 obecrnieueHus
MH(POPMaAIMOHHO-KOMMYHUKAIIMOHHOMN
CHUCTEMBI, B TOM YUCJIE aBTOMaTHYECKHE

3Hanus:

JUIICH3UOHHBIX TpeOOBaHUS M0 HACTPOMKE
yCTaHaBIMBAEMOTO

IPOrpaMMHOTO 0OeCTIeYeHUS;

TUTIOBBIX MPUINH WHIIU]ICHTOB,
BO3HHMKAIOIINX npu YCTaHOBKE
MIPOTrpaMMHOTO 00€CTICUCHHUSI;

TpeOoBaHUIl OXpaHbl Tpyaa MpHu padboTe ¢

anmnapaTHbIMH, IIPOrpaMMHO-
anmnapaTHbIMU u [IPOrpaMMHBIMU
cpeacreamu aMUHUCTPUPYEMOI

MH(POKOMMYHUKAITUOHHON CHCTEMBI;
TUINOBBIX ~ IPOLEAYp M  CTaHJApTOB
OOHOBJIEHHSI TPOTPAMMHOT0 OOECTIeYeHUS
TEXHUYECKHUX CPEJICTB;

JMIIEH3UOHHBIX TPeOOBaHMI 110 HACTPOIiKe

OOHOBJISIEMOTO MIPOrpPaMMHOTO
o0ecrneyeHus

IIK 2.5. Ocymectisate | HaBbIku:

BBISIBJIGHHE M YCTpaHEHHE | MOJTOTOBKH K POBEICHUIO

WHIIMJEHTOB B MpoIEcce

MPEBAPUTENBHBIX UCIIBITAHU;




(G YHKIIMOHUPOBAHUS
OTIEpPAITMOHHBIX CUCTEM

BBITIOJIHEHUSI PE3EPBHOTO  KOMTUPOBAHHS
MPOrPaMMHOTO 00€CTICYCHHS TEXHHUECKUX
CpeICTB, TMOMANAIOIMX B  00JIACTH
MOTEHIIMATHHOTO JIOMEHA BO3HUKHOBEHHS
cOos;

BO3Bpara nH(OPMAIIMOHHO-
KOMMYHHKAIITHOHHON CHCTEMBI K
MEPBOHAYAILHOMY  COCTOSIHHIO — TIOCTIE
OKOHYaHUS TPEABAPUTEIBHBIX UCIIBITAHUN

YMmenus:

UICHTU(OUIIUPOBATH WHIUIEHTEI,
BO3HHUKAIOIIUE npu MIPOBEICHUU
MIpEABAPHUTEIIbHBIX UCIIBITAHUM;

HCII0Ib30BaTh MPOLIeAYPHI

BOCCTAHOBJICHMS ITaHHBIX;
ONpeAeNsATh  TOYKHM  BOCCTAHOBJICHMS
JIlaHHBIX;

OLICHUBATh  PUCKHU IIEpPEPHIBOB B
IIPEIOCTABICHUN CEpBUCOB pu
IIPOBECHUM UCIIBITAHUN;

IPUMEHATh  HOPMAaTHUBHO-TEXHUUYECKYIO
JIOKYMEHTAIHIO B obnactu
MH(GOKOMMYHHUKAIIMOHHBIX TEXHOJIOTUI

3HAHUA:

MPUHIIAIIOB (GyHKIIMOHUPOBAHUS
anmnapaTHbIX, MIPOrPaMMHBIX u
MPOrpaMMHO-AIIapPaTHBIX CpEeICTB

aAMUHUCTPUPYEMOM CETH;

ApXUTEKTYpBl alllapaTHbIX, IPOrPaMMHBIX
U IPOrpaMMHO-AIIIAPAaTHBIX  CPEICTB
aZIMUHUCTPUPYEMOI UH(POPMAILMOHHO-
KOMMYHHKAIIMOHHOM CHCTEMBI;
pEriIaMeHTOB MIPOBEACHUSA
MpoPUIAKTHYECKUX PabOT Ha
aIMUHUCTPUPYEMOI UH(POPMAILIMOHHO-
KOMMYHHUKAIIMOHHOW CHCTEMBI;
TpeOOBaHUI OXpaHbl TpyJa Npu paboTe
CETEBOH anmnaparypou aIMUHUCTPUPYEMOU
MH(POPMALOHHO-KOMMYHUKAIMOHHON
CHUCTEMBI

1.2. Koin4ecTBO 4acoB, 0TBOJUMOE HA OCBOCHHE NPO(PECCHOHAIBHOTO0 MO

Bcero vacos 750,
B TOM 4HcIIe B popMe MpakTHueckoi noarorosku 394 yaca

N3 uux Ha ocBoenne MJIK - 480 vacos

NPaKTUKH, B TOM duciie yaeOHas - 108 vaca

Ipou3BOACTBeHHas 144 gacos
[Ipomexxyrounas arrecranus 18 gacos.




2. CTPYKTYPA U COAEP KAHUE TPO®PECCHUHOHAJIBHOI'O MOAYJIsA

2.1. CtpykTypa npo¢ecCHOHAJIBLHOI0 MOLYJISI

O0bem npogeccnoHaTLHOTO MOAYJISA, YAC.

Koncyabranm
Camocrosn- "
. PaGoTa o0yuaronuxcsi BO B3aMMO/IeliCTBHH C MpenoaaBaTejieM TeJbHAA o)
Koanl HaumenoBanus pa3nenoB Cyl‘;?:g;“’m padora faamen
et B e I G T
Hac. JlaGopaTopHbI K n
Beero n YPCOBBIX Vuebnas POU3BO/ICTBE
pador HHAasl
NPaKTHYECKUX
o (IpoeKTOoB)
3aHATUHU
1 2 3 4 5 6 7 8 9 10
Paznen 1.
0K 01,02,04,05,09 | AxmusncrpupoBanue
328 320 146 30 8
IIK2.1-1IK2.4 CETEBBIX OIMEPATMOHHBIX
CUCTEM
Paznen 2. [IporpammHuoe
OK 01,02,04,05,09
K 2.1 - TIK 2.4 oOecrieueHne 152 146 50 6
' ' KOMIIBIOTEPHBIX CETEN
OK 01,02,04,05,09
K 2. 1’ ) l,_[K 54 Vuebnas npakmuxa 108 108
OK 01,02,04,05,09 HpOHS’GOdC?’lGeHHCl;l) » »
KMUK
K 2.1 - TIK 2.4 npakmuxa (no npoQuiio
CNeyuaIbHOCmu), 4acos
IIpomesrcymounas 18
ammecmayus
BCEI'O 750 466 196 30 108 144 14 0




2.2. TemaTu4ecKuii IJIaH U cojiep:kaHue NpodeccuoHaIbLHOro moayJs (IIM)

HanmenoBanue pasaciioB u

Coneprxanue yueOHOTO MaTepuaa, 1adopaTopHbIe PadOThI U MPAKTUYECKUE 3aHITHS, CAMOCTOSTEIbHAS

TeM PO ECCHOHATTEHOTO yaeOHas paboTa obyqaromuxcs, KypcoBas paboTa (IIpoeKT) (eciiv IpeayCMOTPEHBI) O6sem Komer
monyis (IIM), HACOB (hopMupyemMbIx
MEXKIUCIUIUITMHAPHBIX OK u IIK
kypcoB (MJIK)
1 2 3
Paznen 1.
AJIMUHUCTpUPOBaHUE
CETEBBIX  OIEPaIMOHHBIX
CUCTEM
MJIK.02.01.
AJIMHUHHMCTpHUpPOBaHUE
CETEBBIX  OIEPaIMOHHBIX
CUCTEM
CopepxaHre yaeOHOro Marepuaa 36
1 PasseprriBanue u ynpasinenue Windows Server 2019 OK
0630p Windows Server 2019. Ycranoska Windows Server 2019. 9 01,02,04,05,0
9 IIK 2.1 -
IK 2.4
2 Beenenue B Windows PowerShell OK
5 01,02,04,05,0
Tema 1.1 YcranoBka u 9 TIIK 2.1 -
HacTpoHKa Windows 1K 2.4
Server 3 Beenenue B nomennsle cepuchl Ciryx0b1 Katanora OK
2019 Beenenne B AD DS. O0630p ¢yHKIMii KOHTpoJIepa OMEHa. Y CTaHOBKAa KOHTpOJUIEpa 5 01,02,04,05,0
JIOMEHa 9 TIIK 2.1 -
IK 2.4
4 VYnpasienue oobeKTaMu T0MEeHHBIX c1yx0 Ciryx0561 Karanora OK
VYrpaBieHre ~ y4eTHBIMH  3allUCSIMH  TIOJIb30BaTelied.  YTIpaBlIeHUE  TpyIIamMHu. 01,02,04,05,0
VYrpaBieHne y4YETHBIMH 3alUCSIMHU KOMITBIOTEpOB. JlenernpoBaHue agMHHHUCTPATUBHBIX 2 9 IIK 2.1 -
3aga4q IIK 2.4

10




6 ABTOMaTH3aIMs AIMUHUCTPUPOBAHUS JOMEHHBIX Ci1y»)0 Ciryx0b1 KaTanora OK
Hcnons30BaHue cpecTB KOMaHIHOM cTpokH it anMuuauctpuposanus AD DS. 01,02,04,05,0
9 IIK 2.1 -
[IK 2.4
7 Hcnons3oBanue Windows PowerShell gins anmunuctpuposanus AD DS. OK
01,02,04,05,0
9 IIK 2.1 -
[IK 2.4
8 [IpousBeneHre MHOKECTBEHHBIX OIEpAIMil C UCIIOIB30BaHUEM V. OK
01,02,04,05,0
9 IIK 2.1 -
[IK 2.4
9 [Tpumenenue nporokona DHCP OK
Ycranoska ponu DHCP cepsep. Hactpoiika DHCP o6uacreti. 01,02,04,05,0
9 IIK 2.1 -
[IK 2.4
10 | Yopasnenue 6a3oi nanasix DHCP OK
3amura 1 Mmouutopuar DHCP 01,02,04,05,0
9 TIIK 2.1 -
[IK 2.4
11 | [Ipumenenne DNS OK
[Mpouecc paspemienust umen B Windows. Ycranoska cepeepa DNS. Ynpasienue 30Hamu 01,02,04,05,0
DNS 9 TIIK 2.1 -
[IK 2.4
12 | IlpuMeHeHHE TOKATBHOTO XPaHUIIUINA JAHHBIX OK
0030p METOZIOB XpaHEHUS JAaHHBIX. 01,02,04,05,0
9 TIIK 2.1 -
[IK 2.4
13 | YopaBnenue AucKaMu U TOMaMH. OK
Hcnonb30BaHre MPOCTPAHCTB XPAHEHUS 01,02,04,05,0
9 TIK 2.1 -
[IK 2.4
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14 | IIpumenenue HaitsIoBOM CITy>KOBI U CITYXKOBI TIEUaTH OK
3amuTa ¢ailyioB U mamnok. 3amuTa narnok cpeJcTBaMyu TEHEBOTO KonupoBaHus. Hactpolika 01,02,04,05,0
Pabouux nanok. 9 IIK 2.1 -
Hactpoiika ceTeBoii neyatu 1K 2.4
15 | [IpuMeHeHue rpyNoOBOM MOJIUTHKH OK
O630p rpynmoBoit momutuku. OOpaboTka TpynmoBeIX NOJAMTUK. [IpumeHenue 01,02,04,05,0
LHEHTPAITM30BAaHHOTO 9 IIK 2.1 -
XpaHWIua AJIMUHUCTPATUBHBIX 11a0JIOHOB IIK 2.4
16 | 3amura cepsepoB Windows nprumeHeHHEM 00BEKTOB IPYIIITOBOM MOJUTHKH OK
O030p Oe3omacHocTH omepanuoHHbIX cucteM Windows. Hacrpoiika mapamMeTpoB 01,02,04,05,0
0€30IaCHOCTH. 9 IIK 2.1 -
I1K 2.4
17 | Orpannyenue npukiaaanoro 110 OK
Hacrpoiika 0panamayspa Windows ¢ pacimpeHHoit 6e301macHOCTbIO 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
18 | Ilpumenenue cepBepHoOi BUpTyanu3anuu ¢ Hyper-V OK
O0630p Texnomoruii Bupryanuzanuu. [Ipumenenne Hyper-V. Ympasnenue xpaHWIAIIEM 01,02,04,05,0
BUPTYAJIbHBIX MAIIVH. YIIPaBIE€HUE BUPTYAIbHBIMU CETIMHU 9 IIK 2.1 -
IK 2.4
IIpakTHYeckHe 3aHATHA
1 YcraHoBka u iepBuyHas Hactpoiika Windows Server OK
01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
2 [Tpumenenne PowerShell ast anMuHuCTpUpOBaHUS OK
01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
3 YcranoBka 1 HacTpoiika poaun DHCP OK
01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
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Tema 1.2
A JIMHUHHMCTpHUpPOBaHUE
Windows Server 2019

Conep:kanue y4eOHOT0 MaTepuaJia

34
1 Hacrtpoiika u ycTpaHeHHne HenmoJaaok ciayxos1 DNS OK
Hacrpoiika cepBepnoii ponu DNS. Hactpoiika 300 DNS. Hactpoiika mepenaun 30u61 DNS. 5 01,02,04,05,0
VYupasnenue ciryx60i DNS u ycrpaneHue Hemomnaaok 9 IIK 2.1 -
I1K 2.4
2 Ioanep:kka noMeHHBIX cayx0. Ciry:x061 KaTasiora. OK
O630p AD DS. Hcnonp3oBaHue BUPTYAIM3UPOBAHHBIX KOHTPOJUIEPOB JIOMCHA. 5 01,02,04,05,0
[IpuMeHeHrne KOHTPOJIIEPOB JIOMEHA C JOCTYNoM Tojbko Ha yteHue (RODC). 9 IIK 2.1 -
I1K 2.4
3 AnmunucrpupoBanue AD DS OK
VYmpasienue 6a3oit nanasix AD DS 9 01,02,04,05,0
9 IIK 2.1 -
11K 2.4
4 YrnpapJjieHue M0J1b30BaTeJIbCKUMH U CJIYKeOHBIMH Y4eTHbIMHU 3aHCSIMH OK
Hactpoiika monuTuku maposieil v MmoIuTUKH OJOKHPOBKM ydeTHOH 3amucu. Hacrtpolika 9 01,02,04,05,0
YIPABIIIEMOMN 9 IIK 2.1 -
CIIy>keOHOI yueTHOM 3aIHCH. 11K 2.4
5 Buenpenue nHppacTpyKTyphl I' pynnoBbix NOJIUTHK OK
0630p I'pynnoBoii nonutuku. BHenpenue n agMUHUCTpUpOBaHKE [ pyNIOBBIX MOJUTHUK. 2 01,02,04,05,0
9 MK 2.1 -
11K 2.4
6 O0JacThb aelicTBUS ¥ NOPAA0K 00padoTky ['pynnoBbIX NOJTUTHK OK
YcTpaHeHne HenonnaJok NPUMEHEHHs [ pynnoBbIX MOJIUTHK 2 01,02,04,05,0
9 MK 2.1 -
11K 2.4
7 YnpasieHue noj1b30BaTe1bCKUM pad0o4uM €T0J10M Yepe3 [ pynnoByo moJuTuKy OK
[IpumeneHne AJMUHUCTPATUBHBIX Ia0NOHOB. HacTpoiika mpuMeHEeHHs] CKPUOTOB U 9 01,02,04,05,0
nepeHanpasieHuss mnanok. Hacrtpolika mnpeamoureHnii B ['pynmmoBOM  MOJUTHKE. 9 IIK 2.1 -
YnpasieHue nporpaMMHBIM OOecriedeHHEeM Yepe3 IPYNIOBYIO NOJIUTHKY. 11K 2.4
8 YcraHoBKa, HACTPOIKA M YCTPAHEHHE HEMO0JIaI0K POJIH OK
Cepsep CereBoii NOTUTHKU. 2 01,02,04,05,0

Ycranoka u Hactpoiika posnu Cepsep CeTeBoil MOJUTHKY.
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9 IIK 2.1 -

I1K 2.4

9 Hacrtpoiika kiueHToB U cepBepoB RADIUS. OK
Meroasl NPOBEpPKHM TMOMIMHHOCTH cepBepa. CeTeBOMl NOJUTUKU. MOHUTOPUHT U 01,02,04,05,0
ycTpaHeHue HenoJianok poiau. Cepep CeTeBoil MOJIUTUKH. 9 IIK 2.1 -

I1K 2.4

10 | IlpuMeHeHHe 3aIMTHI JOCTYNA K CETH OK
0O0630p 3ammrtel goctyna k cetu (NAP). O030p mnporecca MpUMEHEHHs 3allUThI 01,02,04,05,0
JIOCTyNa K CETH. 9 IIK 2.1 -
Hactpoiika NAP. Hacrtpoiika npumenenuss NAP uepe3 mnpunyautensueie |PSec 1K 2.4
B3auMoIelicTBUsL. MOHUTOPUHT U ycTpaHeHue Henosagok NAP

11 | Ucnoab3oBaHue yAajJeHHOT0 0CTyNA OK
O030p TEXHOJIOTHH yIaJeHHOro jaoctyna. Bueapenume Ttexunomorun DirectAccess c 01,02,04,05,0
MIOMOUIBIO MacTepa 9 IIK 2.1 -
HAYaJbHOM HACTpOWKH. BHeapeHue W ympaBlieHHE pPACIIMPEHHONW HWHEOPACTPYKTYpOid [IK 2.4
DirectAccess. Buenpenne VPN. Bueapenue Web Application Proxy

12 | OnTumu3anus GpaiIOBBIX CEPBHCOB OK
00630p mucneruepa pecypcoB ¢ainoBoro cepsepa — FSRM. Hcnonp3oBanne FSRM st 01,02,04,05,0
YIPaBIECHUSA 9 IIK 2.1 -
KBOTaMH, (DaiijIoBBIM 3KpaHUPOBAHMEM M OTYETAMHM IO HCIOJIb30BAHUIO XPAHWIMIIA. K 2.4
[Tpumenenue knaccudukanuu GaitioB U 3a7a4 M0 yNpaBiIeHHIO QaiiiaMu.

13 | O630p pacnpenesienHoii paiisioBoii cuctemnl DFS OK
Hactpoiika umeHoBanHoro mpoctpanctBa DFS. Hactpoiika u ycTpaHeHHe HEmolaaok 01,02,04,05,0
perumakaru DFS 9 IIK 2.1 -

I1K 2.4

14 | Hactpoiika mm¢ppoBaHus U pacIIMPEHHOr0 ayIUTa OK
ludpoBanue auckoB ¢ wucnonb3oBanuem BitLocker. Illudposanue daiinos ¢ 01,02,04,05,0
ucnoip3oBanuem EFS. 9 IIK 2.1 -
Hactpoiika paciiupeHHOro ayaura. 11K 2.4

15 | Pa3BepThiBaHMe U MOJ/IEPKKA CEPBEPHBIX 00pa30B OK
0O0630p cayx0Obl pasBepteiBanuss Windows. VYmpasnenune o6paszamu. IIpumMenenue 01,02,04,05,0
pa3BepThIBAHUS C MOMOIIBIO Yk OBl pa3BepToiBaHus Windows. AJIMHUHUCTPUPOBaHHE 9 IIK 2.1 -
ciry»O0bI pazBepThiBanust Windows. I1K 2.4
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16

Buenpenue ynpasienusi 00HOBJIEHUSIMHU
00630p WSUS. PazeepTriBanue oOHoBIeHUH mocpeactsom WSUS

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

17

Monutopunr Windows Server 2019
CpenctBa  monutopunra.  Mcnonb3oBanue  MoHuTOpa  NMPOU3BOIUTEIHHOCTH.
MOHUTOPHHT XYpPHAJIOB COOBITHH.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

IIpakTnyeckue 3ansaTus

34

1

Hacrpotika u ycrpanenue Henonaaok cryx0e1 DNS

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

[Monnepsxka ADDS

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

YHpaBHCHI/Ie IOJIB30BaTCIbCKUMMU U CJ'IY)KC6HI)IMI/I YUYCTHBIMH 3alIUCAMU

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

Buenpenue nadpactpyktypbl I'pynnoBbIX MOJIUTUK

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

ynpaBJ’ICHI/Ie MOJIB30BATCIbCKUM pa60‘lI/IM CTOJIOM 4€pPE3 prr[l'IOBy}O INOJINTUKY

OK
01,02,04,05,0
9 IIK 2.1 -
I1K 2.4

VYcranoBka u HacTpoiika ponu Cepep CeTeBOM NOIUTUKH

OK
01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
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HpI/IMeHeHI/Ie 3aIUTEI JOCTYIIa K CCTH

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

Buenpenue rexuonoruu DireCtACCESS ¢ TOMOIIIBIO MacTepa Ha4aabHO# HACTPOHKH

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

PassepThiBaHKe pacimpeHHol nHppacTpykTypsl DirectAccess

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

10

Buenpenne VPN

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

11

Buenpenne Web Application Proxy

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

12

Hacrpoiika KBoT 1 (aitnooro sxkpanuposanus B FSRM

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

13

[Tpumenenne DFS

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

14

HacTtpoiika mudpoBanus U pacIupeHHOI 0 ayiuTa

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4
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15 | Ucnons3oBanue ciayx0bl pa3BepTeiBanus Windows mis passepteiBanus Windows Server OK
2019 2 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
16 | Bueapenue ynpaieHuss 0OHOBICHUSIMHU OK
2 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
17 | Mouutopunar Windows Server 2019 OK
9 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
Coneprxanue ydeOHOTO MaTepuaia
28
1 Brenenue OK
Beenenue B auciuminny. 3uakomctso ¢ VMWarevSphere. 2 01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
2 daiinoseie cucrembr OC Linux OK
daiinossie cuctembl OC Linux. Co3nanue u pa3MeTKa )KECTKOTO AUCKa 01,02,04,05,0
Tema 1.3. OcnHoBbl Linux 7 9 MK 2.1 -
I1K 2.4
3 VYupasienue nporeccamu B Linux OK
M3MeHeHue MpropuTeTa, OCTaHOBKA mporiecca. CHCTeMHBIE MPoIiecchl /Proc. MOHUTOPUHT 2 01,02,04,05,0
COCTOSIHHS , KOMaH/IbI top, ps. 9 IIK 2.1 -
I1K 2.4
4 Cayx0s1 Linux OK
VYnpasieHue cepBucaMu (CTapT, OCTaAHOBKA, MPOCMOTp craryca). Cinyx0a riiaHupoBaHUs 9 01,02,04,05,0
3alaHuii cron. Ympasienue crond. 9 IIK 2.1 -
I1K 2.4
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5 VYnpaBieHue nojib30BaTeasIMu OK
[TpaBa monp3oBarenei. YnpaBieHue npaBamMu Ha (paiiisl U qupexkTopun. bezomnacHocTs nmpu 01,02,04,05,0
COBMECTHOM paboTe. 9 IIK 2.1 -
I1K 2.4
6 Juckosas moacucrema Linux OK
RAID maccuBbl - OCHOBHBIC TPHUHIUIBI. THUIBI (DATIOBBIX CHUCTEM U WX OCOOCHHOCTH. 01,02,04,05,0
Pa6oTa ¢ paznenamu. 9 IIK 2.1 -
I1K 2.4
7 IToaroroska cepsepa OC Linux OK
BapuanTs! ycranoBku. PesepBHoe konmpoBanue. Co3maHne CHUMKOB. Pa3zMeTka ®KecTKoro 01,02,04,05,0
YCKA. 9 IIK 2.1 -
I1K 2.4
8 Hacrpoiika web-cepsepos B OC Linux OK
[Tporokon HTTP. Be6-ceprep Nginx. O6pataoe npokcupoBanue B Nginx. 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
9 Hacrpoiika cepsepa DNS B OC Linux OK
[Tporoxom DNS 01,02,04,05,0
9 MK 2.1 -
IK 2.4
10 | Hacrpoiika cepepa DHCP B OC Linux OK
[Tporoxon DHCP 01,02,04,05,0
9 MK 2.1 -
IK 2.4
11 | Hacrpoiika ¢aitnossix cepepoB B OC Linux OK
[Mpotokous FTP. ®aiinosas cucrema NFS. daiinosslii cepeep Samba. 01,02,04,05,0
9 MK 2.1 -
IK 2.4
12 | Hacrpoiika cepepoB BJ] B OC Linux OK
CYBJ MySQL. CYBJl MongoDB 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
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13 | Konreitnepsr Docker OK
Konretinepsr Docker. Crioco0b1 cBsi3u konTeitHepoB Docker. 2 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
14 | IIpoexTupoBanue OK
[TpoextupoBanue. Brenenne. Ananus tpeboBanuii. Peanu3zamus cucrtembl. CocTaBicHHE 2 01,02,04,05,0
JIOKYMEHTallUuU 9 IIK 2.1 -
I1K 2.4
IlpakTHyeckne 3aHATHA 66
1 WHcTamisnus onepaMoHHoi cuctemMsb Linux OK
ba3oBbie HACTPOUKH - pa30MEHUE TUCKOB, JTJOKAIbHAs CETh. 9 01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
2 Wucramisnus nporpammuaoro obecneuenus Ha OC Linux OK
[TakeTHBI MEHEKEpP PM, MeHemKepbl o pabore ¢ pemosurapusmu (yum/apt-get), 9 01,02,04,05,0
HAaCTpoiKa 9 IIK 2.1 -
cnenupUIECKUX PEro3uTapreB. [IK 2.4
3 Crpykrypa ¢aiiinoBoii cuctembl Linux OK
Jlor-aiisbl, ux ananus u coop (Syslog). 9 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
4 VYV naneHHsbI JOCTYI K CUCTEME OK
[Tporoxon SSH. KoHTpo:b 32 MOMBITKAMU TOJKITIOUEHHH. 01,02,04,05,0
2
9 MK 2.1 -
I1K 2.4
5 VYupasienue mpoueccamu B Linux OK
W3menenue npuopureTa, ocTaHOBKa mporiecca. CHCTEMHBIC ITpoIiecchl /Proc. MOHUTOPUHT 5 01,02,04,05,0
COCTOSIHHS , KOMaH/IbI top, ps. 9 IIK 2.1 -
I1K 2.4
6 Coyx051 Linux OK
VYnpasiennue cepBucaMu (CTapT, OCTaHOBKA, MTPOCMOTp cTaryca). Ciyx0a TuraHupOoBaHHUSI 9 01,02,04,05,0
3aJJaHuU Cron. 9 TIK 2.1 -
VYupasnenne crond. I1K 2.4
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7 VYnpaieHue nojb30BaTesIIMU OK
[TpaBa monp3oBatenei. YpaBieHue npaBamMu Ha (paiiisl U qupekTopun. bezomnacHocTs mpu 01,02,04,05,0
COBMECTHOMH padore. 9 IIK 2.1 -
I1K 2.4
8 Juckosas moacucrema Linux OK
RAID maccuBbl - OCHOBHBIC MPHUHIMITBL. THIBI (AIOBBIX CUCTEM U WX OCOOCHHOCTH. 01,02,04,05,0
Pa6oTa ¢ pazgenamu. 9 JIK 2.1 -
I1K 2.4
9 Certesble ciyx0b1 Linux OK
OcHOBHBIE TIPOTOKOJIBI TpaHcmopta, B TepmuHax OSI. Ipuxmunsr kommytanuu, MAC- 01,02,04,05,0
aapeca, ARP mporokon. Ilpunnunsl mapipyrtuzauun, [P-agpeca. Buyrpennuii untepdeiic 9 IIK 2.1 -
loopback. I1K 2.4
10 | Hacrpoiika NAT B Linux OK
NAT - npuHIUIIEI pabOTHI. 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
11 | Hactpoiika Mapiipytu3samuu B Linux OK
Crarndeckasi MapIIpyTH3aLus, THHAMUAYECKas: MapIIPYTH3ALHUL. 01,02,04,05,0
9 IIK 2.1 -
IK 2.4
12 | Hacrtpoiika ceTeBbIX HHTep(eHCOB, HACTPOIKa MapLIPyTU3ALIUH, IEPE3AYCK CIYKObI OK
01,02,04,05,0
9 IIK 2.1 -
IK 2.4
13 | MapuipyTu3zanus ¢ IOMOLIbIO s/1pa OK
Pabora ¢ Heckonmpkumu nedont-mapmpyramu. NAT mexay uHTepdeiicamm. 01,02,04,05,0
9 IIK 2.1 -
IK 2.4
14 | Mapmpyrusatop pfsence OK
01,02,04,05,0
9 MK 2.1 -
1K 2.4
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15

OducHas ceTh Ha OCHOBE MapIIpyTU3aTopa Ha 6ase Linux

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

16

Amnanus Tpaduka (tcpdump)
CkanupoBanue ceTH, mopTos (NMap). OTrevyaTKy OneparHoOHHbIX CHCTEM.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

17

Koudurypuposanue Firewall B Linux

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

18

Koudurypuposanue Firewall B Linux

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

19

Hacrpoiika DNS-cepBepa B Linux
JIoKaJIbHBIN PE30JIBUHT.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

20

VYupasienue 3oHamu Ha DNS-cepepe ¢ momoristo powerdns
Bormpockr 6e3omacaocTr DNS.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

21

VYcranoBka u 6a3oBoe koHpurypuposanue Web-cepsep B Linux

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

22

Jononuutensabie Moayau Web-cepsepa
Casizka ¢ NGINX. Bomnpocsr 6e3onacaoctu Web-cepsepa.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4
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23

YcranoBka, u 6a3oBas Hactpoiika CYB/] B Linux
Wunekcarus nanuabix B b1, Kimroun. MariaDB u MySQL.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

24

YcranoBka, u 6a3oBas Hactpoiika CYB/] B Linux
Wunekcarus nanuabix B b1, Kimroun. MariaDB u MySQL.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

25

YcraHoBKa 1 0a30Basi HACTPOIKa MOYTOBOTO cepBepa B Linux
[Mpunuun padotsl. [TouroBsie mpoTokosibl. Web-modra.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

26

AnTHCnIaM ubTpanys
Bompockl 6e30macHOCTH TOYTOBOM CITYKOBI.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

27

YcranoBka u 6a3zoBast HacTpoiika FTP cepsep B Linux
[Tpotokonsl FTP u SFTP. Cneunansubiii npotokon TFTP.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

28

Opranuzanus TFTP cepBepa 11 IEHTpaTU30BaHHOTO KOH(PUTYPHUPOBAHHUS YCTPOICTB

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

29

Opranu3zaius (ailioBoro XxpaHiuIriia Ha OCHOBE MPOTokoia Samba

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

30

Opraamsanus noakmoderns mo NFS

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4
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31 | Zabbix - npoayKT 1jist MOHUTOPHHTA IIKPOKOTO MPOHIISL OK
YcranoBka u 6a3oBast HacTpoiika. [logkioueHne areHToB 1 cOOp pe3yabTaToOB 2 01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
32 | Zabbix - mpoayKT JuIs MOHUTOPHHTA IIUPOKOTO IIPOGHIIS OK
2 01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
33 | YcranoBka u 6a3zoBas HacTpoiika. [Togkmrouenne areHToB u cOOp pe3yIbTaTOB OK
9 01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
Coaep:xanue yueOHOTo MaTepHaJia 24
1 [TnanupoBaHue anrpeiiia 1 MUrpauu cepepa OK
Pexomenmaruu mo anrpeliny uw murpanuu. Co3gaHue IDaHa anrpeidja U MUTpaIuu 9 01,02,04,05,0
cepsepa. [lmanupoBanue BUpTyalu3anuu 9 IIK 2.1 -
I1K 2.4
2 [TnanupoBaHue U BHeApEHUE HHPPACTPYKTYPHI LIS pa3BepTHIBAHHS CEPBEPOB OK
Brei0op moaxomsIiei cTpaTermm co3laHus o0pa3oB cepBepa. BHeapeHue crpareruu 01,02,04,05,0
Tema 14 2
aBTOMAaTHUYECKOIO 9 IIK 2.1 -
IIpoexTupoBanue " 24
peajM3anus cepBepHOH DASBEPTLIBARMA 1K 2.
HRGPACTPYKTYPEI 3 [TnarupoBaHue U pa3BepPTHIBAHUE CEPBEPOB C MCIIOIH30BAHUEM JIUCIIETICPA BUPTYATBHBIX OK
marud (VMM) 01,02,04,05,0
0030p mucrieTyepa BUpTyanbHbIX MamuH B System Center 2019. Peanmzarus 6ubmmnorex 2 9 IIK 2.1 -
U npoduiei IIK 2.4
JUCTIeTYepa BUPTYATHHBIX MAITUH.
4 [IpoektupoBanue W BHeApeHHE HHPPACTPYKTYpHI JiecoB u jaomeHoB Active Directory OK
Domain Services 9 01,02,04,05,0
[TpoextupoBanne ineca AD DS. IlpoektupoBaHwe u peanu3anus JOBEPUTEIBHBIX 9 IIK 2.1 -
OTHOIICHUH MEXIY 11K 2.4
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necamu. IlpoextupoBanme unterpanuun ADDS ¢ Windows Azure Active Directory.
[TpoextupoBanue wu coznanue nomenoB AD DS. IlpoexkTupoBaHue IOBEPHUTEIBHBIX
otnomenuii AD DS.

) [IpoexktupoBanue u peanuzauus uHdpactpykrypsl noxpazaencauii (OU) u pasperienuii OK
AD DS 01,02,04,05,0
[InanupoBaHue nenerupoBaHus aIMUHUCTPATUBHBIX 3a1a4. [IpoekTupoBaHUE CTPYKTYpbI 9 IIK 2.1 -
noApa3AeICHU [IK2.4
OU. IlpoektupoBanue u BHeApenue crpareruu rpynn AD DS
6 [IpoexkTupoBaHue 1 BHEPEHUE CTPATETUU IPYIIIOBBIX MOJUTUK OK
C6op TpeOyemoit wHpOpMAIMKU TSI  MPOSKTHPOBAHHUS  TPYNIOBBIX  IOJHUTHUK. 01,02,04,05,0
[IpoekTupoBanue 006padbOTKH 9 IIK 2.1 -
TPYNIOBBIX TOMUTHK. [[TaHMpOBaHNE yIIpaBICHHSI TPYIMITOBEIMH O TUKAMU I1K 2.4
7 [TpoexkTupoBanue u peanuzanus puzndeckoit Tononorun AD DS OK
[MpoekTrpoBanue u peanusanus caiitoB Active Directory. [IpoekTupoBaHue peruiMKamum 01,02,04,05,0
Active Directory. [IpoexTupoBanue pa3MelieHus: KOHTPOJIEPOB JIOMEHa. 9 IIK 2.1 -
Bupryanusanus KOHTPOJUIEPOB JIOMEHA. 1K 2.4
[TpoekTrpoBaHue BEICOKOI JOCTYIMHOCTH KOHTPOJIJIEPOB TOMEHA
8 [InanupoBanue U peanu3anus XpaHUIUI] JaHHBIX OK
[Tnanuposanue u Bueapenue iISCSI SAN. 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
9 [TnarupoBanvie u BHeIpeHHE Storage Spaces OK
OnTtumusanus GailioBeIX cy)0 11 GUINAIOB. 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
10 | [InmaHuMpoBaHME U peann3anus 3aUTHI CETeH OK
O0630p mpoekTHpoBaHus Oe3omacHocTH cered. [IpoekTupoBaHue u  BHEIpPEHHE 01,02,04,05,0
ucnonp3oBanus Windows 9 IIK 2.1 -
Firewall. ITpoektupoBanue u BHenpenue nHGpacTpykrypsl NAP I1K 2.4
11 | IlpoekTupOBaHUE U peaTu3alrs 3alIUThl CIYKO TOCTyMa K CETH OK
[TnanupoBanue u BHeapenne Direct Access. 01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
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12

[TnanupoBanue u BHeapenue VPN
[lnanupoBanue wu BHeapenue Web Application Proxy. IlnanupoBaHue CIOXHOU

UHGPACTPYKTYPHI yIaJICHHOTO JOCTYIIa

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

IIpakTnyeckue 3ansaTus

56

1

VYipasieHue anrpeiniom cepBepoB

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

Hactpoiika murpanuu cepBepoB

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

[TonGop koHHUTypariK cepBepa

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

Hacrpolika runepBu3opa BUPTyaJIbHBIX MalIVH

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

[TnanupoBanue u pa3zsepTbiBanue ciayx6 VMM.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

[TpoextupoBanue neca AD DS

OK
01,02,04,05,0
9 IIK 2.1 -
I1K 2.4

[TpoexTuposanue npoctpancts umeH DNS B cpene AD DS.

OK
01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
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[TpoexTupoBaHue 1 BHEPEHUE IPYIIIOBBIX MOJUTHK.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

Cosnmanue nomenos AD

OK
01,02,04,05,0
9 IIK 21 -
11K 2.4

10

Hacrpoiika perumnkaruu Active Directory.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

11

HacTtpoiika BupTyanu3anuu KOHTPOJIEPOB IOMEHA.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

12

HccnenoBanue cucteM XPaHCHUA JaHHBIX

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

13

[TpoextupoBanue uHpacTpykTypbl SAN

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

14

Hacrpoiika ¢aiinoBbIix ciayx0 puiamraion

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

15

[TpoexTupoBanue nnppactpykrypsl NAP

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4
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16

Hacrpoiika Direct Access.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

17

Hacrpoiika VPN

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

18

Hacrpoiika Storage Spaces

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

19

[TocTpoeHue nmpocTenero kiacrepa

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

20

HacTtpoiika nenrpa ceprudukanuu

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

21

Hactpoiika AD FS

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

22

Hactpoiika DAC

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

23

HacTtpoiika ciyx0bl yripaBieHus IpaBaMu

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

CamocrositesibHas padora
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KypcoBoii npoekT (padora) 30
TemaTnka KypcoBBIX IPOEKTOB (PadoT) OK
MOHUTOPUHT ¥ THArHOCTHUKA CETEBBIX ONEPAIMOHHBIX CUCTEM: MHCTPYMEHTBI U METO/IbI aHAJIN3a MPOU3BOIUTEILHOCTH 01,02,04,05,0
Bupryanu3zaius B CETEBBIX ONEPAIMOHHBIX CHCTEMaX: HACTPOWKA W YIPABICHHE BUPTYAIbHBIMU MAaIlMHAMHU (HA MPUMEpE 9 IIK 2.1 -
Hyper-V, VMware, KVM) IIK 2.4
ABTomaTH3aIus 3a71ad aJMHUHHUCTPUPOBAHUS B CETEBBIX OIEPAIIMOHHBIX CHCTEMax C HCIOJb30BaHWEM ckpuntoB (Bash,
PowerShell, Python)
CpaBHUTEIBHBIN aHATN3 CETEBBIX onepannoHHbIX cucteM: Windows Server vs Linux (Ha mpumepe CentOS/Ubuntu)
ObecrnieueHrie 6€30MaCHOCTH B CETEBBIX OMEPAIMOHHBIX CHCTEMaxX: METOJbl 3alUThl OT aTak M HECAHKI[MOHWPOBAHHOTO
J0CTyTIa
Koncyabranus 2
IIpomexyToUuHAsA aTTECTAHUSA 8
Pasnen 2. [IporpamMmMHoe obecriedeHre KOMIbIOTEPHBIX CETEH
MJIK.02.02. ITporpamMmmHOe obecnieueHre KOMITBIOTEPHBIX CeTer
Coneprxkanue ydeOHOro Marepuasia
1 OLueHKa U onpeeneHne napaMeTpoB pa3BepTbiBaHus KiMeHTCKkuX OC OK
0O030p )KU3HEHHOT'O LIMKJIA KJIMEHTCKUX KOMIIbIOTEPOB Npeanpusatus. OueHka 01,02,04,05,0
0o00opysoBaHUsS ¥ TOTOBHOCTH HH(MPACTPYKTYphl K pa3BEepPTHIBAHUIO 2 9 IIK 2.1 -
kieHTckux OC. O030p METOIOB pa3BEPTHIBAHUS K 2.4
knmueHTckux OC B cpeie opraHu3anui. TeXHOJOTHH JIMIIEH3MOHHOM
AKTUBAIIAH JIJIS1 KJIMCHTCKUX KOMITBIOTEPOB B OPTaHM3AIHH.
2 | IlnanupoBaHue cTpaTeruu pasBepThiBanus kiueHTckux OC. OK
Tema 2.1. Peanm3amisi KIHeHTCKOl COop nmaHHBIX 00 WHOpPACTPYKType. Peanmmsamnms perieHws JTHIICH3MOHHOM 5 01,02,04,05,0
aKTHUBaIUU 9 TIK 2.1 -
HHPPACTPYKTYPHI K 2.4
3 | [InaHupoBaHue cTpaTeruu ynpaBieHus oOpa3aMu OK
0630p dopmaros obpaza Windows. O0630p cpencTB yrpasieHus: odpazamu 5 01,02,04,05,0
(ImageManagement). Orenka Ou3HeC-TpeOOBAHUWA I MOAJICPKKHU 9 IIK 2.1 -
CTpaTeTuu yIpaBJICHHUS 00pa3aMu. K 2.4
4 | Peanuzanus 6€30MacHOCTH KJIMEHTCKUX CUCTEM OK
Peanm3anus eHTpaM30BaHHOTO pEIIeHHUS 110 Oe3o0macHoCTH KimeHTCKuX OC. 5 01,02,04,05,0
IInanupoBanue u 9 IIK 2.1 -
I1K 2.4
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peanmsanus BitLocker.. Hacrpoiika 6e3omacHoctn kiamentckux OC ¢
TTOMOII[HIO TPYNTIOBON TOJUTHKH.

5 | [InanupoBanue u peanuzarus mudpoBanus ¢ momoribo EFS OK
01,02,04,05,0
9 MK 2.1 -
I1K 2.4
6 | Hacrpoiika mmdpoBanus aucka ¢ momorisio BitLocker Peanu3amus pemenus OK
HeHTpanu3oBaHHOTO  ympaenenus EFS.  Peammsanums pemenus — uis 01,02,04,05,0
BOCCTAHOBJICHUS 9 IIK 2.1 -
¢aitnos, 3anmmennbix EFS. I1K 2.4
7 3axBar u ynpasieHue oopazamu kineHTckux OC OK
00630p Windows ADK. VYmparnenue cpemoit mpemycranoBku Windows 01,02,04,05,0
(Windows PE). 3axBat u 00CIyXHBaHHIO STaJIOHHOTO 0oOpa3a. YcTaHOBKa 9 IIK 2.1 -
STAIOHHOT'O KOMIIBIOTEPA C MOMONIBIO (haiiia OTBETOB. I1K 2.4
8 | Cosmanue ucxomHoro oopasa ¢ momoiisio Windows SIM u Sysprep. OK
01,02,04,05,0
9 MK 2.1 -
I1K 2.4
9 | Hacrpoiika u ympasieHue ciyx6oii passepteiBanust Windows (Windows OK
Deployment Services). 01,02,04,05,0
9 IIK 2.1 -
IK 2.4
10 | Hacrpoiika Windows PE. OK
01,02,04,05,0
9 IIK 2.1 -
IK 2.4
11 | Inanuposanue cpenst Windows Deployment Services OK
YcraHoBKa 1 HacTpoiika cepBepHoil poin WDS. 3axBat stanoHHoro obpasa ¢ 01,02,04,05,0
nomorisio WDS. 9 IIK 2.1 -
Pa3BepTriBanue obpa3za ¢ nomonipro WDS 11K 2.4
12 | O6paboTKa ATaTOHHOTO KOMITHIOTEPA C TIOMOIIHIO SYSprep OK
Cosnanue ¢aitia orBetoB ¢ momoribo Windows SIM. Y craHoBKa 3TaIOHHOTO 01,02,04,05,0

KOMITBIOTEPA C TOMOIIBIO
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¢aiina orBeToB. OOpabOTKa 3TATIOHHOTO KOMITBIOTEpA C TIOMOIIBI0 SYsSprep.

9 IIK 21 -

Services [1IK 2.4

13 | [InanupoBaHME U peaau3aiusi MATPAIMH MTOJIH30BATEIBCKON CPEIbl OK
0030p cmocoOOB MHUTpallUU TOIB30BATENBLCKON cpenbl. [lmanupoBanwme 01,02,04,05,0
MUTPAIlMH  TI0JIb30BATEIbCKON cpeapl ¢ mnomompbio USMT. Murpamus 9 TIK 2.1 -
COCTOSIHUS TOb30BaTels ¢ nomousio USMT. [TnanupoBanue IIK 2.4
MUTPAIMH MTOJIb30BATEIBLCKON CPEIbI.

14 | Coznanue u Hactpoiika XML-¢aitno USMT OK
COop MaHHBIX U BOCCTAHOBJICHUS PO 0JIb30BaTess ¢ momoibio USMT. 01,02,04,05,0
BeltonHeHNE MUTpanuy ¢ CO31aHUEM JKECTKUX CCBIIIOK 9 IIK 2.1 -

I1K 2.4

15 | [InanupoBanue u pasBepthiBanue kiueHTCkx OC ¢ momormipio Microsoft OK
Deployment Toolkit 01,02,04,05,0
[Tnanuposanue cpeast Lite Touch Installation. Peanuszaruss MDT 2019 as 9 MK 2.1 -
Lite Touch Installation. Muterpanus cinyx6 passepteiBanus Windows c 1K 2.4
MDT. [Tnanupoanue cpens Lite Touch Installation.

16 | Ycranoska MDT 2019 1 HE0OXOAUMBIX KOMIIOHEHTOB OK
Coznanne u Hactporika MDT 2019 DeploymentShare. Pa3sepreiBanue u 01,02,04,05,0
3axBat oOpaza stanoHHoit OC. 9 IIK 2.1 -

IK 2.4

17 | Unrerpauus WDS ¢ MDT 2019 nns oGecrieueHust BO3MOXHOCTEH 3arpy3Ku OK

PXE. 01,02,04,05,0
9 IIK 2.1 -
IK 2.4

18 | [TnanupoBanue u pa3BeprhiBanue kiarneHTckux OC ¢ nomomisio System Center OK
Configuration Manager 2019 01,02,04,05,0
[TnanupoBanue cpensl Zero Touch Installation. TToaroroBka caiita mis 9 TIK 2.1 -
pasBepthiBanust OC. IlocTtpoenuwe »dTajoHHOro oOpa3a Ha OCHOBE K 2.4

nocnenoBarenpbHocTH  3amad  Configuration Manager. Hcnonb3oBanue
nocienoBareabHOCTH 3a1a4 MDT aiis pa3BepThIBaHUS KIMEHTCKUX 00Pa30B.
IInanupoBanue
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UHQPACTPYKTYPhl pa3BepThIBAHMS OIEPAIlMOHHOW cHCTeMbl. IloaroroBka
cpenbt Zero Touch Installation. Hactpoiika makeToB pa3BepThIBAaHHS H
o6pazoB cuctemsl. [loaroroka cpeanl Zero Touch Installation

19 | [TnanupoBaHue U peann3anus ciryx0 yaanennoro pocrymna (Remote Desktop OK
Services) 01,02,04,05,0
00630p cnyx)0bl yraneHHoro pabouero crona. [LnanupoBanue cpenpl Remote 9 IIK 2.1 -
Desktop ~ Services.  Hactpoiika  pasBepThiBaHHS  HH(PPACTPYKTYPHI IIK 2.4
BUPTYaJIbHBIX pabounx cTosoB. HacTpoiika 1ocTyna K KIMeHTaM Ha
ocHoBe ceancos (Session-Based Desktop).

20 | IMnanuposanue cpeapt Remote Desktop Services OK
Hactpoiika cuenapuss uHGpacTpyKTyphl BUPTYQJIbHBIX pPabOYUX CTOJIOB. 01,02,04,05,0
Hacrtpoliika cuenapusi Aoctynma Ha OCHOBE ceaHcoB. [IpoekTupoBaHue 9 IIK 2.1 -
nonuTuk nu10308 RDS. Hactpoiika numo3os RDS 11K 2.4

21 | YopaBieHue BHpTyalIHM3aluedl  IMOJIB30BATEIBCKOTO  COCTOSIHUS  JUIA OK
kineHTckux OC opranuszanuu 01,02,04,05,0
OG630p  BupTyanuzauuu  npoduias  moib3oBarend.  [lmanupoBaHue 9 IIK 2.1 -
BUpTyanu3anuu npodwist nons3oBarens. HacTpoiika mepemeniaeMbix [IK 2.4
npoduiei, nepeHanpaBIeHUs NanoK ¥ aBTOHOMHBIX (offline) ¢aiinos.

22 | Peanu3anusi BUpTyanu3aluu paboThl nonbs3oBatens ot Microsoft (Microsoft OK
User Experience Virtualization) 01,02,04,05,0
IInanupoBanue BUPTYaIU3alUK IpOQUIsT  TOJIb30BaTelNs. 9 IIK 2.1 -
Peanuzamust  BupTyanmzauu npoQuiis moJib30BaTersl. 1K 2.4

23 | IlnanupoBaHue U peanu3anusi THPPacTPYKTYpbl OOHOBICHUMN JIJIsI OACPKKI OK
kiueHTckux OC opraHu3anuu 01,02,04,05,0
[TnanupoBanue  MHQPACTPYKTYphl  OOHOBIEHHH s  OpraHU3alMH. 9 IIK 2.1 -
Peanuzamust mommepkku OOHOBIEHUW MPOTPAMMHOTO OOECIIECYEHHS C K 2.4

nomoripio Configuration Manager 2019. Vnpasnenne OOHOBICHUAMH IS
BUPTYaJlbHBIX MallMH U 00pa3zoB. Mcnonb3oBanune Windows Intune nis
yIpaBieHUs: OOHOBIICHUE

nporpamMmmHoOTro ooecrnieueHus. [ImanupoBanre nHGPaCTPYKTYPHI OOHOBICHHUSI.
Peanuzamusi OOHOBJIEHHMH MPOTPAMMHOTO OOECIIEUEHUS C IOMOIIBIO
Configuration Manager 2019. Peanu3aiius 0OHOBJICHHIA

POrPaMMHOT0 oOecrieueHus 1711 OMOIMOTEK BUPTYaTbHBIX MAIIIHH.
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24 | 3ammTa KOMIBIOTEPOB MPEANPHUATHS OT BPEJAOHOCHBIX MPOTPaMM U TOTEPh OK
JIAHHBIX 01,02,04,05,0
O630p System Center 2019 Endpoint Protection. Hacrtpoiika Endpoint 2 9 MK 2.1 -
Protection Client Settings u MoHuTOpHMHIa CcOCTOsHUA. Mcmoab3oBaHue IIK 2.4
Windows Intune Endpoint Protection.
24 | 3ammra kmentckux OC ¢ momorpio System Center 2019 Data Protection OK
Manager 01,02,04,05,0
Hactpoiika u pasBepthiBanue mnoiautuk Endpoint Protection. Hacrpoiika 2 9 IIK 2.1 -
MapaMeTpoB KJIMEHTA JIJIs [IK 2.4
noaiepskkr Endpoint Protection. MOHUTOPUHT 3alIUThl KOHEYHBIX TOYEK.
Hacrtpoiika u mpoBepKa 3alluThl JAHHBIX KJIMEHTA
IpakTuyeckue 3aHATHSA 40
1 | OneHka u ornpeesieHUue MapaMeTpOB pa3BePThIBAHHS OK
9 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
2 | [InaHupoBaHUE CTpATETUU yIpaBieHUs o0pa3amMu OK
9 01,02,04,05,0
9 IIK 2.1 -
IK 2.4
3 | Hacrpoiika 6e30macHOCTH KITUEHTCKUX CUCTEM OK
5 01,02,04,05,0
9 IIK 2.1 -
IK 2.4
4 | Hactpoiika mmdpoBanus ¢aitios ¢ nomoisio EFS OK
5 01,02,04,05,0
9 IIK 2.1 -
IK 2.4
5 | [MoaroroBka o6pasa u cpesl npeaycranoBku Ycranoska Windows ADK OK
5 01,02,04,05,0
9 MK 2.1 -
I1K 2.4
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Coszmganne stamoHHOro obpasa c¢ momombeo Windows SIM wu Sysprep
Coznanue daiina orBeToB ¢ momornisio Windows SIM

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

Coznanue u 00ciTy>)KMBaHHE ATAIOHHOTO 00paza

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

Hacrtpoiika u ymnpasnenune Windows Deployment Services IlnanupoBanmue
cpeant Windows Deployment Services

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

HJIaHI/IpOBaHI/Ie H pcain3alusa MUTrpannin MOJIb30BaTEIIbCKOM Cpeabl

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

10

MI/IrpaI_IPIH COCTOsAHUA ITOJIB30BATCIIA C CO3JaHUEM KCCTKHX CCBIJIIOK

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

11

[TnanupoBanue u pa3pepThiBanue KiaueHTCKuXx OC ¢ momouisio MDT

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

12

IToaroroBka CpCAbl AJI1 pa3BCPThIBAHU A OHepaHHOHHOﬁ CUCTCMBI

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

13

Hcnonp3oBanne MDT u Configuration Manager ans moaroroku Zero-Touch
Installation

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4
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14

[TnanupoBanue u peanusanus uadpacTpykrypsl Remote Desktop Services

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

15

Pacmmpenue nocryna k UatepueT nist uHGpactpykTypsl RDS

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

16

Pa3BepTHBaHI/Ie U IMMOAACPIKKA BUPTYAJIU3alIUH HpO(bI/IJ'Iﬂ IIOJIB30BaTCIIA

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

17

[IpoexkTupoBanue u peanusanus HaiaoBbIX CIyx0

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

18

Peamuzanus  Client Endpoint Protection. Hacrtpoiika touku Endpoint
Protection

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

19

Hactpoiika Data Protection st JaHHBIX KITHEHTCKOTO KOMITBIOTEpa

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

20

MOHUTOPUHT IPOU3BOAUTEITHHOCTH U PAOOTOCTIOCOOHOCTH UH(PACTPYKTYPHI
kiuentckux OC Hacrtpoiika

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

Tema 2.2. Peanuzars
HACTOJIbHBIX PUIIOKEHUI

cpebl

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

ConepxaHue y4eGHOro MaTepuaJjia

24

34




Pa3pabotka cTpareruu pa3BepThIBaHHS MPHIIOKCHUN

Omnpenenenne Ou3Hec-TpeOOBaHMIA ISl pa3BepThIBaHUS MpuioxeHuit. O630p
CTpaTeTuy pa3BepThIBAHUS NPUIOKEHUH. BwIOOp momxopsmieil crpareruu
pa3BepTHIBAHUS MTPIIIOKEHUHN 111 ouca.

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

Jluarsoctuka u o0ecreueHre COBMECTUMOCTH TPHIIOKEHU I

JlnarHocTrka mpo0ieM COBMECTUMOCTH pUIoxkeHui. OIeHKa U peaTn3aiust
peuIeHuit no

BOCCTAHOBIICHUIO. PemieHne mpoOieMbl COBMECTUMOCTH C  ITOMOIIBIO
Application Compatibility Toolkit. YcranoBka u nactpoiika ACT. Anamu3
NOTEHLMAJIbHBIX  MpoOieM  coBMecTUMOCTH.  Pemenue  mpoOGiem
COBMECTUMOCTH PUIOKCHH. ABTOMaTH3AIHS pa3BepThIBAHUS
IPOrPAMMHBIX CPEICTB 00CCIICUCHUSI

coBMectumocTa (Shims)

OK
01,02,04,05,0
9 IIK 2.1 -
IIK 2.4

Pa3BepThiBaHKE MPUIIOKEHUI C TIOMOIIBIO TPYMITOBBIX MOJUTHK U Windows
Intune
Pa3BepTbiBaHME TPUIOKEHUH C  MOMOIIBIO  TPYNIOBBIX  IOJUTHK.
PasBeprhiBanue npuinokeHuii ¢ momomso Windows Intune. PassepreiBanue
MPUIOKCHUH C TIOMOIIBIO TPYIIIOBBIX MOJIUTHK. 3anmyck cumyJsiiue Windows
Intune.

OK
01,02,04,05,0
9 IIK 2.1 -
1K 2.4

PasseprhiBanue mnpuiokeHuit ¢ momoieio System Center Configuration
Manager

Konuenuuu pa3BepThiBaHus TpWIokKeHHd ¢ mnomomipio Configuration
Manager 2019. PazBepTriBanue

npuiiokeHuii ¢ momoineto Configuration Manager 2019. Co3nanue 3anpocoB
Configuration Manager 2019. Co3manue KOJUIEKIHH IIOJB30BaTeNed U
ycrpoiicte Configuration Manager 2019.

OK
01,02,04,05,0
9 IIK 2.1 -
1K 2.4

Pa3BepThIBaHMS caMOOOCITYKUBAEMBIX PUIIOKEHUN

Konuenmuu pa3zsepTbiBaHus caM000CTy)KUBaeMbIX IpuiioxkeHuil. Hactpoiika
camooOciy)xuBaemMbIx mnpuioxeHuit ¢ Windows Intune. Pa3BeprriBanus
camooOcykuBaembix npuinoxenuit ¢ Configuration Manager 20109.
Pa3BepThIBaHMs caMOOOCTyKHBaeMbIX MPHIOKeHUH ¢ Service Manager 20109.
[MoaroroBka System Center Configuration Manager 2019 misimomaepxku
Service Manager 2019 Self-Service Portal.

OK
01,02,04,05,0
9 IIK 2.1 -
K 2.4
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Hactpoiika Service Manager 2019 Self-Service Portal. IIposepka
BO3MOXHOCTHU MPECAOCTABJICHUA HpI/IJIO)KeHI/Iﬁ II0JIb30BAaTCIsIM C IMOMOIIIBIO
Self-Service Portal.

6 | [lpoexktupoBanne u peanusanusi UHPPACTPYKTYPHl  BHPTYyaTU3alUN OK
MIpeICTaBICHUNA 01,02,04,05,0
Onenka TpeOoOBaHMI BUpPTyanu3alk MpencTaBieHuil. [lnanupoBaHue 9 IIK 2.1 -
HHOPACTPYKTYPhI BUPTYATH3AIIN [IK 2.4
npenctaBicHuil.  Pa3BepThiBaHWe — MHPPACTPYKTYphl  BUPTyaIU3AIUH
npencraBieHuii. Pa3septoiBanue nHQPACTPYKTyphl BHICOKONH TOTOBHOCTH IS
BUPTYaAJIU3AIUN TTPEACTABICHUI

7 | lloaroroBka, HACTpOilKa U pa3BepThIBAHHE MPEJCTABICHUN BUPTYyalU3alUuN OK
npwiokeHnid  OmnpeneneHue CTPaTeTud TPEACTABICHUH BUPTYaIHU3aIUH 01,02,04,05,0
npuiokeHui. PazBepTriBanue ynaneHHoro pabodero croia, RemoteApp, u 9 IIK 2.1 -
RD WebAccess. PassepreiBanme mpmiokenuid Ha RD  SessionHost. [IK 2.4
Hactpoiika u pasBepThiBanue npuioxkeHudd RemoteApp. IIpoBepka
BO3MO>KHOCTH MCIIOJIb30BAHUS
npuiaoxenuii ¢ momonipio RD WebAccess.

8 IIpoexTpoBaHue U pa3BepPThIBAHUE CPEABI BUPTYAIU3ALUH TPUIIOKECHHUN OK
00630p Mozenelt BUpTyanu3aluu NpuiiokeHnil. Pa3BepTeiBaHEe KOMITOHEHTOB 01,02,04,05,0
MH(QPacTpyKTypbl BHUpTyadu3aluu mHpuiokeHud. Hactpoiika KineHTCKon 9 IIK 2.1 -
MOAJEPKKHA BUPTyAIU3aLUN IPUIIOKEHUN. IIK 2.4
[InanupoBanue  pas3BepTbiBaHuS ApPpP-V  pomell U KOMIIOHEHTOB.

Pa3BeptriBanne HHPpacTpykTypsl App-V. Hactpoiika kiauenta App-V

9 IToaroToBKa K BUPTYaIU3alMK U pa3BEPTHIBAHNE BUPTYAIBHBIX ITPUIIOKECHUN OK
[ToaroroBka MpUIIOKEHUI [Tl BBITOHEHUS B cpee App-V. PazBepTriBanue 01,02,04,05,0
npuiioxkeHuit App-V. 9 IIK 2.1 -
YcranoBka u Hactpoiika App-V Sequencer. IloaroroBka mpHUIOXKEHUN K 1K 2.4
BUpTyanu3auuu. Pas3BeprbiBanue App-V NOpuIokKeHU C  MOMOIIBIO
Configuration Manager.

10 | IlmanupoBaHue U peaau3aius 0€30MaCHOCTH U OOHOBJICHUS TIPUIIOKESHUI OK
[TnanupoBaHre OOHOBIICHUS TPUIOKEHUH. Pa3BepThiBaHHEe OOHOBIEHUN C 01,02,04,05,0
nomotnsio WSUS. PassepreiBanne oOHOBICHHMI ¢ omonsio Configuration 9 IIK 2.1 -

I1K 2.4
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Manager 2019. Peanuzamus Oe3omacHocTH mnpuiaokeHuit. OOHOBIIEHHE
pa3BepHYTHIX NpriiokeHnid. OOHOBJICHHE MPIIIOKEHUN App-V.
PassepthiBanne momutuk ~ AppLocker gns  ympaienus
IIPUJIOKECHUH.

3aIlyCKOM

UHPPACTPYKTYPHI U1 BUPTYTH3AIHH.

11 | [InanupoBaHHE U peanu3amus OOHOBICHHUS U 3aMEHBI TIPUIIOKEHUI 2 OK
[InanupoBanre W peanu3anus OOHOBJICHHS TPUIOKEHUN U 3aMEIICHUS 01,02,04,05,0
npuioxeHui. [ lnanupoBanue u peanusanus COCyIeCTBOBAHUS MPUIIOKECHHI. 9 IIK 2.1 -
OOHOBIIEHUE pPa3BEPHYTHIX MPHIIOKECHUN. 3aMeHa [IK 2.4
pa3BepHYTHIX MpuiIokeHUH. HacTpoiika cocyliecTBOBaHUS Pa3IUYHBIX
BEPCUI NPUIIOKEHUS

12 | MOHUTOPUHT pa3BepTHIBAHMS, WCIOJIB30BaHUS M IPOU3BOIUTEIBHOCTH 2 OK
npuioxennii [InanupoBanue u peanuzanus HHOPACTPYKTypbl MOHUTOPUHTA 01,02,04,05,0
NPUIOKEHUNA. MeTpUKu, HWHBEHTapu3aluus M aHAIU3 PECYPCOEMKOCTH 9 IIK 2.1 -
MIPUIOKEHUH. MOHUTOPUHT MCIOJIB30BaHUS PECYPCOB MPUIIOKECHUM. 1K 2.4
[TnanupoBaHue WHBEHTAPHU3AINH MIPUIIOKECHUH. Opranuzanus
MHBEHTApU3aLMU IPOrPaMMHOIO
obOecrieueHrs. MeETpPUKU UCHOJB30BaHUS MPUIOXKEHUH. MOHUTOPUHT
UCIIONIb30BaHUE pecypcoB cepBepoB RD  SessionHost mpunoxeHusIMH.

CHuXeHue MMKOBOM Harpy3Kku Ha pecypchl IPUIIOKEHUSIMU

Conep:xaHue yueOHOro MaTepuaJia 24

1 | O630p ympasnenus Liearpom O6paboTku JJaHHBIX penpusITUs 2 OK
00630p HO/I npeanpustus. O630p kommorent System Center 2019 01,02,04,05,0

9 IIK 2.1 -
IK 2.4
2 | [InaHupoBaHue U peanu3anus CTpaTeruu BUPTyalnu3alii CEPBEPOB 2 OK
Tema 2.3. Peanuzauusi npoABHUHYTOU [TnanupoBaHue pa3BepThIBAHUS IUCIeTYepa BUPTyaubHbIX MaimuH (VMM). 01,02,04,05,0
CepBepHOI HHPPACTPYKTYPHI [ImanupoBanue u peanu3anus 9 IIK 2.1 -
CEPBEPHON BUPTYaIM3al1H. 11K 2.4

3 | [InaHupoBaHue u peannzaus ceTeBol HHPPACTPYKTYPHI U CUCTEM XPaHEHHS 2 OK
JAHHBIX JUISL BUPTYATH3AIAN 01,02,04,05,0
[TnanupoBaHue CUCTEM XpaHEHUs /s BUpTyannsauuu. Peanusanus cucrem 9 IIK 2.1 -
XpaHeHus Ui BHUpTyaiInsauuu. llnanupoBaHwe M peanusanus CeTEBOU I[IK 2.4
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HJ'IaHI/IPOBaHI/Ie " pajiu3anus BUPTyaJIn3alun CETH

[TnanupoBaHue U pa3BEpPTHIBAHUE BUPTYaIbHBIX MAILIUH

[InanupoBaHue MmapamMeTpoB BHUPTyalbHbIX MamuH. lloaroroBka Kk
pa3BEpPTHIBAHNIO BUPTYAIbHBIX MaIllMH C HCIOJIb30BAaHUEM JHUCIETYEpA
BUpTyaIbHBIX MamuH (VMM). Pa3BepThiBaHME BHUPTYaJIbHBIX MAIITHH.
ITnanupoBanue u peanuzauus pemiuku Hyper-V

OK
01,02,04,05,0
9 IIK 2.1 -
IIK 2.4

[InanupoBanue ¥ peaau3alus peHICHHs [0 aIMHUHHCTPUPOBAHUIO
BUpTyanu3anuu [lmaHnupoBanme W peanu3anus aBTOMAaTH3allMH  C
ucnonb3oBanreM System Center 2019. IlnanupoBanue U peanuszanus
Microsoft System Center Administration. [TnaaupoBanue u peanu3zamus Self-
Service ¢ ucnonbp3oBaHUEM

System Center 2019. [InanupoBanue u peain3anusi yCTaHOBKH OOHOBIICHHI B
UH(QPACTPYKTYpE CEPBEPHON BUPTYaTH3AINH

OK
01,02,04,05,0
9 IIK 2.1 -
1K 2.4

[InanupoBaHue U peanu3anus CTpaTerui MOHUTOPUHTA CEPBEPOB
[TnanupoBanue mouuropunra B Windows Server 2019. O63op System
Center Operations Manager. IlnanupoBaHue W HACTPOWKAa KOMIIOHCHT
MOHUTOpHHTA. Hactpoiika Bzaumonaencteus ¢ VMM

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

[InanupoBaHue W peann3anus pPEIIEHWM BBICOKOW JIOCTYIHOCTH JUIS
daitnoBbix cnyx0 u npwioxkeHuit [lnanupoBanue u peanuszauus Storage
Spaces. [TnanupoBanue u peanmsanus DFS. IlnanupoBanue u
peanm3aryst NLB

OK
01,02,04,05,0
9 IIK 2.1 -
11K 2.4

[InanupoBaHue W peanu3anus PelIeHU BBICOKOW JAOCTYIMHOCTH HAa OCHOBE

kinactepoB  IlnanupoBanue UHOPACTPYKTYPHI OTKa30yCTOMYMBBIX

KJIacTepoB. BHeapeHue oTkazoycTtoiuuBoro kiacrepa. [lmanupoBanue u

peanu3alys CHUCTEMbl YCTAaHOBKM OOHOBIEHHMH U1 OTKa30yCTOMYMBOIO

KJIacTepa. WNHTerpanus OTKa30yCTOWYMBBIX  KIIACTEPOB U
BUPTYyaJIN3alUH. [TnanupoBanue

pacnpeesIEHHbIX OTKa30yCTOMYMBBIX KJIACTEPOB

OK
01,02,04,05,0
9 IIK 2.1 -
1K 2.4

[TnanupoBaHue U peanusaiys cTpareruu Oecrepeboiinoit padboTsl (Business
Continuity Strategy) OO030p  crpaterun  OecrnepeOoitHOM  paboOTHI.
[InanupoBaHwe u peanu3anus CTpaTeTdii PE3EPBHOTO KOMHUPOBAHMUS.
[lnanupoBaHWie ¥ peaym3amysl BOCCTAHOBJIICHWs. [lmaHWpoBanwe W
peanu3anus pe3epBHOTO

OK
01,02,04,05,0
9 IIK 2.1 -
K 2.4
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KOITMPOBAHWA U BOCCTAHOBJICHUA BUPTYAJIbHBIX MAallllH

10 | [TmanupoBaHue U peanu3anus HHPPACTPYKTYPHI OTKPHITHIX KIHOUEH 2 OK
[TnanupoBanue u pa3BepTHIBAHKE YI0CTOBEPSIOIINX IIEHTPOB. 01,02,04,05,0
[TnanupoBanue U peanu3arys MadiIoHOB cepTudukaro. IltanupoBanue u 9 IIK 2.1 -
peanu3anus BblAaYd M OT3bIBa ceptudukaroB. [ImanupoBanue wu [IK 2.4
peanu3alys apXxuBalluy U BOCCTAHOBIICHHSI KITIOUEH

11 | ITnanupoBanue u pazBepThiBanue AD FS 2 OK
[TnanupoBanne u peanuzanus uHppactpykrypel AD FS. Ilnanuposanue 01,02,04,05,0
n peamuzamus AD FS 9 TIK 2.1 -
ClaimProviders u RelyingParties. IlnanupoBanue u peanusaiuss AD FS K 2.4
Claims u ClaimRules. [TnanupoBanue u peanusanus Web Application Proxy

12 | [InanupoBaHWe W peanu3anys JOCTyNa K JaHHBIM ISl IMOJIb30BATeNeH U 2 OK
YCTPOUCTB 01,02,04,05,0
[InanupoBanue u peanusamuss DAC. IlinanupoBanue TOAKIIOUEHUS K 9 IIK 2.1 -
pabouemy wmecty (WorkplaceJoin). IlnanupoBanue palouux mMamok IIK 2.4
(WorkFolders). O630p AD RMS. IlimanupoBanue u peanu3zaius kinacrepa AD
RMS. IlnanupoBanue u BHenpenue madioHoB AD RMS u momutuk AD
RMS. IlnanupoBanue u peanusauusi BHemHero jgocryna Kk AD RMS.

[InanupoBanue u peanuzanus B3aumoaeiictsuss AD RMS u
DynamicAccessControl.

IIpakTnyeckne 3aHATHSA 10

1 OcymiecTBieHre KOHGUTYPUPOBAHUS MPOTPAaMMHOTO OOECTICUCHHS Ha 2 OK
cepBepax v pabounx CTaHIIMSIX. 01,02,04,05,0

9 MK 2.1 -
I1K 2.4

2 | YcTaHOBKA MpaB IOCTYIa U KOHTPOJIb UCTIOIh30BAHUS CETEBBIX PECYPCOB 2 OK
01,02,04,05,0
9 MK 2.1 -
I1K 2.4

3 | AAIMMHUCTPUPOBAHHE CEPBEPOB 2 OK
01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
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4 | Pacu€r CTOMMOCTH CETE€BOT0 00OPYI0OBaHUS U MPOTPAMMHOI0 00eCIICUeHUS 2 OK
01,02,04,05,0
9 IIK 2.1 -
I1K 2.4
5 Peructpaius nonap3oBatesei JOKaIbHOU CETH 2
OK
CamocrositenbHas paboTa 6 01,02,04,05,0
9 IIK 2.1 -
1K 2.4
Koncynpranus 2
JuddepeHnmrpoBaHHbIN 3a4eT 7
YueOHasi NPaKTHKA 108

Buasbl pador:

AJIMUHUCTPHUPOBAHHUE CEPBEPOB U PAOOUMX CTAHIIUH.

Opranu3zanys 10CTyna K JJOKaIbHbIM ceTsM U HTepHeTy.

YcTaHOBKa U COITPOBOXKICHUE CETEBBIX CEPBUCOB.

Pacuér cronmocTu ceTeBOro 000pyI0BaHMsI U TPOIPAMMHOTO 00ECIICUCHHSL.

COop IaHHBIX JUIS aHAJIM3a UCIIOIb30BAHUS POrPAMMHO-TEXHUYECKUX CPEACTB KOMIIBIOTEPHBIX CETEH.
OO0ecrieueHne ceTeBoii 0€30MacHOCTH

IIpou3BOACTBEHHAS MPAKTHKA 144

Buawbi pador:

VYcraHOBKa Ha cepBepbl M pabouyMe CTAaHIUU: OMNEpPalMOHHBIX CHUCTEM M HEo0XOAUMOro i paboThl MPOTrPaMMHOIO
o0ecrieyeHusl.

[Tonneprxka B pabOTOCIIOCOOHOM COCTOSTHMM IPOTrpaMMHOE 00ecrieueHIe CepBEPOB U pabounX CTaHIMH.

Perucrpanus nonb3oBaresneil J0KaJbHOM CETH U MOYTOBOTO CEpPBEPA, HA3HAYAET UIEHTU(HUKATOPHI U MAPOJIH.

ObecnieueHrie CBOEBPEMEHHOTO KOITMPOBAHMsI, ApXUBUPOBAHUS U PE3EPBUPOBAHUS TAHHBIX.

[IpunHsTHE MEp MO BOCCTAHOBJIEHHIO PAaOOTOCIIOCOOHOCTH JIOKAJIbHOW CETH MpU CcOOSIX WM BBIXOJE M3 CTPOSI CETEBOrO
obopynoBanus. BelsiBieHne ommOoK Mmojib30BaTese u MporpaMMHOro 00ecieueH s U IPUHATHE Mep 0 UX UCTIPABICHUIO.
[IpoBeneHre MOHUTOPHHTA CETH, Pa3padaThIBATh MPEIOKEHUSI IO PA3BUTHIO HHPPACTPYKTYPHI CETH.

ObecnieueHne ceTeBoil 0e30MacHOCTH (3AIIUTY OT HECAHKIMOHHMPOBAHHOTO JOCTyHma K HH(pOpMAalMM, MPOCMOTpa WU
M3MEHEHHUS CUCTEMHBIX (PailyIoB U TaHHBIX), 0€30MMACHOCTh MEKCETEBOTO B3aUMOIEHCTBUS.

Ocyl1iecTBieHNEe aHTUBUPYCHON 3aIIUTHI JIOKAJIbHOW BBIYUCIUTEIBHOM CETH, CEPBEPOB M PAOOUYMX CTAHLIUH.
JlokyMeHTHpOBaHUE BCEX MPOU3BEAECHHBIX JICHCTBUM.
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DK3aMeH 10 MOIYJIIO

18

Bcero yacos nmo IIM

750
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3. YCJIOBUS PEAJIM3AIIMU ITPO®ECCHUOHAJIBHOI'O MOAYJIA

3.1. TpeboBaHMsA K MMHUMAJIBHOMY MaTEePHAJBHO-TEXHHYECKOMY 00ecneYeHHI0.

s peanuzanuu nporpamMmbl MPoQGECCHOHATBHOTO MOIYJIS IOJKHBI OBITH MPEAYCMOTPEHBI
CJIEYIOINE CIEIHAJIbHBIE IOMEIIECHHUS:

JlaGopatopust "IIporpaMMHOro oGecnedyeHHsi M CONPOBOKIEHUSI KOMIBIOTEPHBIX
cucrem" (Kabuner 219, YueOnsiii kopiyc Ne 1)

YyeOHast ayauTOpUsl NpeAHA3HAYCHA Ui MPOBEICHUS TEOPETHYECKHX W MPAKTUYECKHUX
3aHATUH, BBIIOJHEHUs JIAOOPATOPHBIX PAa0OOT, IPYMNOBBIX W HWHAUBHUAYaJbHBIX KOHCYJIbTAlUM,
TEKYILEro KOHTPOJISL ¥ POMEKYTOYHOU aTTECTALUH.

O6opynoBanue Ha 14 pabouux MecT:

CT0J1 KOMIIBIOTEPHBIA.

Cryll KOMIIBIOTEPHBIH.

CTOJ1 y4EHUYECKUH.

CTyn y4eHUYECKUM.

[xad.

Croun npenojaBaTers.

O6opynoBaHue yueOHOro kabuHera:

Kiacc mepcoHanbHBIX KOMIBIOTEPOB (aBTOMATH3MPOBAHHBIC PabOUME MeECTa: IMPOIECCop
Core 13, oneparuBHas mamsaTh o0beMoM 4 ['0) 0ObeAMHEH B CETh C BO3MOXKHOCTBIO BBIXO/A B
WuTepHeT, JIOKaIbHYO CeTh HHCTHTYTA.

KommyTtaTop.

IIpoekTop.

HuTepakTuBHAs TOCKA.

ABTOMaTH3UPOBaHHOE pabouee mecto mpernopasarens (mporeccop Core i3, oneparuBHAS
naMsaTh oobemMoMm 4 1'0)

Jis camocToATeNnbHOM paboThl 00y4aromMXCsl MMEETCsl YWTaJIbHBIA 3al (Meauareka) ¢
BBIXOJIOM B ceTh UHTepHET (Ayn. 111 yuebHsbIit kopmyc Nel).

1. OdopynoBanmue:

1.1. Konnentpatop D-Link 16-port,

1.2. Cepgep Fujitsu RX100S7,

1.3. KonupoBanbusiii anmapat Canon 112520 (hopmat A3),

1.4. ITpunTep nazepusiit Kyocera FS-1120DN,

1.5. ITpuHTEp LBETHOM,

1.6. Monwutop 19" LCD LGM-W1934S BN (5 mwirt.),

1.7. Monutop ASUS 17" LCD (1 mr.),

1.8. MonuTtop 19” topview A1981Wx (41mr.)

1.9. Cucremnsiii 6510k Intel Celeron 430 (7 mit.),

1.10. Cuctemnsriii 610k Intel Celeron 430 1800/ DIMM 1Gb/HDD 160Gb,

1.11. Cucremnsii 6iok Intel Core i5 4096, 500Gbh DVD-RW,

1.12. Ctosbl KOMIBIOTEPHBIE,

1.13. Crosibl KOMIIBIOTEPHBIE YTIOBBIE C TYMOAMH,

1.14. Crynsbs, mkad,

1.15. Cremnax Ui1 QUCKOB.

2. IlporpamMmmHoe oGecnieyeHue:

2.1. Microsoft Windows 7,

2.2. Microsoft Office 2007,

2.3. Lazarus,
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2.4. ABC Pascal,

2.5. Microsoft Visual Studio Express,
2.6. FreePascal,

2.7. FreeProlog,

2.8. NI LabVIEW,

2.9. FreeBasic,

2.10. MySQL,

2.11. Far manager,

2.12. Mozilla Firefox.

3.2. UuopmanoHHOe o0ecniedeHre peaju3anuu NporpaMmbl
Jns peanuzanuu mporpaMMbl OMOJIMOTEUHbIH (POoHI 00pa3oBaTeIbHON OPraHU3aMK JOJKEH
UMEThb T[€YaTHBIC W/WIM 3JEKTPOHHBIE 00pa3oBaTelbHbIE M HH()OPMALMOHHBIE PECYPCHI, IS
UCIOJIb30BaHUs B 00pa30BaTeIbHOM IPOLIeCCe.
OcHoBHasi iMTEepaTypa
1. TocreB, 1. M. OnepanvioHHBIC CUCTEMBI : Y4EOHHK M TPAKTHKYM [UJISI CPEIHEro

npodeccruonanbHoro odpaszoBanust / M. M. T'octeB. — 2-e u3n., ucnp. u jmom. — Mocksa :
WznarensctBo FOpaiit, 2024. — 164 c. — (IIpodeccuonanbroe oopazosanue). — ISBN 978-5-534-
04951-0. — Tekcr : anekTponHbIi // OOpa3oBarenbHas tuiatdpopma lOpaiit [caiit]. — URL:

https://urait.ru/bcode/539078 (nara obpamenus: 16.01.2025)
2. T'aBpunios, M. B. Apxutekrypa 9BM u cucteMHOE MporpaMMHOE 00ecrieueHHe : yY9eOHHK

s cpeqHero npodeccuonanbHoro oopazosanus / M. B. I'aBpuiios, B. A. KiiumoB. — 6-¢ usg.,
nepepad. u gorm. — MockBa : MzmarenscrBo IOpaiit, 2024. — 84 c. — (IIpodeccrnonansroe
obpazoBanne). — ISBN 978-5-534-20335-6. — Tekct : anekrponnslii // OOpa3oBarenbHas

miardopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/557975 (nata oopamenwus: 16.01.2025).

3. Haea, C. I'. OcHOBBI CUCTEMHOTO aJIMUHUCTpUpOBanus U anmMunuctpupoanust CYB/ :
yuebHo-meronuueckoe nmocodue / C. I'. Jlaesa. — Mocksa : PTY MUPDA, 2021. — 75 c¢. — Tekct

9JeKTpOHHBIM  //  Jlamb  :  3neKTpoHHO-OmOmmorewyHas  cuctema. —  URL:

https://e.lanbook.com/book/171547 (mata oOpamenus: 16.01.2025). — Pexum pgocrtyma: s
aBTOPU3. OJIB30BATENECH.

JlonmoJTHUTeIbHAS JIUTepaTypa

1. Yepnsiies, C. A. IlpuHIMNbI, TaTTEPHbI U METOJOJOTMU Pa3pabOTKH MPOTPaMMHOTO
obOecrieuenus : ydeOHOe mocobuwe it cpemHero mnpodeccuoHanbHoro obpazoBanus / C. A.
YepubimeB. — MockBa : MzpatensctBo FOpaiit, 2024. — 176 c. — (IIpodeccuonanbroe
obpazoBanme). — ISBN 978-5-534-18705-2. — Texkct : snektpoHHbIH // OOpa3oBarenbHas
iargopma FOpaiit [caiir]. — URL: https://urait.ru/bcode/545401 (nara obpamenus: 16.01.2025).

2. T'nunenko, U. I'. TexHomnorus pa3pabOTKH MPOTpaMMHOTO OOECTICUEeHHsS : ydeOHOe
nocobue ans cpennero npodeccuonansuoro oopazosanus / U. I'. T'uuaenko, ®@. @. [Tasnos, /. 1O.
denopoB. — 2-¢ u3m., nepepad. u gom. — Mocksa : M3marensctBo FOpaiit, 2024, — 248 ¢. —
(ITpodeccronansrnoe ob6pazoBanue). — ISBN 978-5-534-18131-9. — Tekct : 31eKTpOHHBINA //

OopasoBarenbHas miarpopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/539215 (mara
obpamenus: 16.01.2025).
— Tekcr : snextponHsiii // OOpaszoBarenbHas tuiatrgopma FOpaiit [caiit]. — URL:

https://urait.ru/bcode/544930 (mara obpamenus: 16.01.2025).
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUSA
IMPOPECCHUOHAJIBHOI'O MOJAYJIA

Kon n naumenosanue I1K n
OK, popmMupyemMsIx B pamMKax
MOJIYJISI

Kputepuu onenku

MeTobl OIICHKH

IIK 2.1 AnMMHUCTPHPOBATH
JIOKaJIbHbIE
BBIUUCIIUTENIFHBIE CETH U
NPUHUMATh Mepbl o
YCTPAaHEHUIO  BO3MOXKHBIX
cOoeB.

IIK 2.2 AnMuHUCTPUPOBATH
CeTeBBIC pecypchl B
UH(POPMALIMOHHBIX
cHCTeMax.

1IK 2. 3. ObecrnieunBath cOOp
JAHHBIX ISt aHaJIn3a
UCIIOJIb30BaHUS u
(GyHKIIMOHUPOBAHUSI
POrPaMMHO-TEXHUYECKHUX
CpEeICTB KOMITBIOTEPHBIX
ceTen.

1IK 2.4.B3aumoielicTBOBATh
co CrHelraIucTaMu
CMEXHOro npodwis Mnpu
pa3paboTke METO/IOB,
CPEACTB M TEXHOJIOTMH
MPUMEHEHUS 00BEKTOB
npoQecCHOHAIBHON
JESTEIbHOCTH.

Ornpenenenue
npoeCCHOHATLHON 3a/1a4H
M 3TalloOB €€ BBIIIOJITHCHUA

D¢ dexTuBHBIH IIOUCK
UHPOPMALIUU IS PEIICHHS
npodecCHOHALHOM 3a/1a4u

Ornpenenenue pecypcoB s
peleHHs
poeCCHOHAIBHON 3a/1a4u

OreHKka «OTINYHO» -
TEXHHYECKOE 3a7aHue
MIPOaHATH3UPOBAHO,
AJITOPUTM paspaboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3a/IaHUI0 |
0hOopMIIEH B COOTBETCTBUU
CO CTaHJapTaMH, MOSICHCHBI
€ro OCHOBHBIC CTPYKTYPHI.

Onenka «XOpOLIOY» -
ITOPUTM pa3zpaboraH,
0hOpMIIEH B COOTBETCTBUHU
co CTaHJapTaMH u
COOTBETCTBYET  3aJIaHMIO,
MOSICHEHBl €r0  OCHOBHBIE

CTPYKTYpBHI.

Ouenka
«YIOBIETBOPUTEIHHO» -
aNropuT™M  pa3paboTaH U
COOTBETCTBYET 33JIJaHUIO.

Ok3ameH/3auer B (opme
cobeceIOBaHNA:

MPAKTUYECKOE 3a/laHue TI0
MOCTPOCHHUIO ~ AJrOpUTMa B
COOTBETCTBUH C TEXHHYECKUM

3aJaHUCM

HaGmronenne U OICHKAa Ha
1ab0opaTOPHO - MPAKTHUUECKUX
3aHSATUSAX, TPH BBIMOJHEHUH

pabor 1mo  yueOHOM H
IIPOU3BO/ICTBEHHOM
MPAKTUKAM

3amnra OT4YETOB 1o
MPAKTUYIECKHM u

nabopaTopHBIM paboTam

WNHuTepnperanus pe3ynbTaToB
HaOJIFOIEHUN 3a
JeSITETTHHOCTHIO
oOydaromierocss B TpoIecce
OCBOCHHUsSI 00pa30BaTEILHOM
MIPOrPaMMBbI

OK 01. Beibupath croco0st
peLeHus 3a1a4
npodecCHOHAIbHON
JeSITeIbHOCTH
PUMEHHUTEITHHO K
Pa3IMYHBIMH KOHTEKCTaM

[Ton6op BapHaHTOB
pelLeHus KOHKPETHOU
MpoeCCHOHAIBHON  3a/1auu
WIN TIPOOIIeMBbI

OneHka TMOJHOTHI MEpeyHs
0J00paHHBIX BAPUAHTOB

OK 02. MHcnons3oBath
COBPEMEHHBIE CpeacTBa
MOMCKa, aHaJIM3a u
MHTEPIIPETALIUN

uH(popMaluuy, "

JemoHcTpanms HaBBIKOB
HCIOIb30BaHUS
MH(OPMaLIMOHHBIX
nopTanoB B ceTu MHTepHeT,

BKJIIOYASI oduIraIbHBIC

OneHka IIONHOTHI IEPEYHs
0J00paHHBIX BAPUAHTOB
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nH(pOpMaIMOHHBIE WH(pOpPMaIMOHHO-TIPABOBHIE

TEXHOJIOTUHI JUISL | TIOPTaJIbI

BBITTOJTHEHHSI 3amad

npohecCHOHATBLHOM

JIeSITeIIbHOCTH

OK  04. D¢ dextuBHO | leMOHCTPHPOBATh HABBIKK | DKCHEPTHOE Ha0JII0IeHue
B3aMMO/ICHICTBOBATh U | MOKIMYHOCTHOTO OOIICHHUS | IOBEJICHUCCKUX HABBIKOB B

paboTatb B KOJUICKTHBE U
KOMaH/1e

c COOII0CHHEM
OOIICTIPUHATBIX MPAaBHI CO
CBEpPCTHUKAMU B
00pa30oBaTeIIbHOMN TpyIIe, ¢
HpCHOI[aBaTe.HSIMI/I BO BpeMH

xoze 00yueHHs

0o0yJeHus, c

PYKOBOJIUTEISIMU

MIPOU3BOICTBEHHOM

MPAKTUKHU
OK 05. OcymectBiars | JlemoHcTpanus HaBBIKOB | DKCIIEPTHOE HaOJIFOIcHUE
YCTHYIO M  THUCBMEHHYIO | TPaMOTHOM YCTHOM H | HaBLIKOB YCTHOTO u
KOMMYHHKAITHIO Ha | TUCbMEHHOH peun MUCbMEHHOTO  OOIIEHHS B
roCyJapCTBEHHOM SI3BIKE xo0J1e 00ydeHust
Poccuiickoit ®enepanuu ¢
y4eToM ocoOeHHOCTeH

COHAIIBHOI'O U KYJIBTYPHOI'O
KOHTCKCTa

OK  09. ITonw30oBaThCA
npoQecCHOHAIBHON

JIOKyMEeHTaIuei Ha
roCyJapCTBEHHOM 5

HHOCTPAHHOM A3bIKax

JlemoHCTpanus yYMEHUS
COCTaBIIATh TEKCTBI
JIOKYMEHTOB, OTHOCSIIIHXCS
K npodeccnoHaTBEHOM
NeSITeIIbHOCTH, Ha
rOCyJIapCTBEHHOM "

HHOCTPAHHOM A3bIKaX

DkcneprHas OLICHKA
cOOII0ICHUS IIpaBUII
COCTaBJICHUS IOKYMEHTOB
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