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Paspaborunk: Katopos E.A., Benymmii criermanuct Texnonapka YIIK I'HITY



1. OBIIIASI XAPAKTEPUCTHUKA PABOYEHN ITPOT'PAMMBI
[TPO®ECCHUOHAJIBHOI'O MOJVYJIA «IIM.01 Hactpoiika cereBoii HHPpacTpyKTyphI»

1.1. Heab ¥ mu1aHupyemble pe3yJbTaThl 0CBOeHHSI NPO(ecCHOHATIBLHOT0 MOXYJIS

B pesynbprarte nzydenus: nmpoeCCHOHAIBLHOTO MO/l 00y4YaroIIUXCsl TOJKEH OCBOMTH OCHOBHOM
BUJ JnearenbHocTH Hactpoiika cereBoil MH(PACTPyKTypbl U COOTBETCTBYIOIIME €My oOuue
KOMIICTCHIINU U HpO(i)GCCI/IOHaJIbHBIe KOMIICTCHIINN

[TepeueHnb OOMMX KOMIETCHIIUN

Kon HaumeHoBaHMEe 00X KOMIIETEHIAN

OK 01

Bribupathk ciocoOsl pemienus 3a1a4 npopecCUOHAIbHON AEATEIIbHOCTH MPUMEHUTENFHO K
Pa3IUYHBIM KOHTEKCTaM

Hcnonb30BaTh COBpEMEHHBIE CPECTBA MOUCKA, aHATTN3a U MHTEPIIPETAllNH UH(OPMAIHH, U

OK 02 nH(OpPMaLMOHHBIE TEXHOJIOTUH AJIs BBITIOJHEHHS 3a/1a4 MPOPECCHOHATBHON AESITeTbHOCTH
OK 04 O} dexTuBHO B3aUMOIEHCTBOBATh U Pab0OTAaTh B KOJUIEKTHBE U KOMaH/IE
OK 05 OcCylIecTBIATh YCTHYHO W NHCbMEHHYI0 KOMMYHUKAIMIO Ha TOCYAAapCTBEHHOM SI3BIKE

Poccuiickoit denepanuu ¢ yueToM 0COOEHHOCTEN COLMAIBHOTO U KYJIbTYPHOIO KOHTEKCTa

OK 09 [Tonp3oBaTbest MpodecCHOHATBHON JOKYMEHTAMEH Ha rOCyIapCTBEHHOM M MHOCTPAHHOM
SI3BIKAX

1.1.2. [Tepedyens npodeccHOHATBHBIX KOMITCTCHITHI

Kon HanmeHnoBaHue BUIOB IEATEIBHOCTH M MTPO(ECCHOHATBHBIX KOMIETESHITUIH

B/ 1 Hacrpoiika ceteBoii nHHQpacTpyKTypsI

IIK 1.1. JIOKyMEHTUPOBATh COCTOSHUSA HH()OKOMMYHUKALIMOHHBIX CUCTEM M UX COCTABJISIOIINX B
IIPOLIECCE HANIAAKHU U OKCILTyaTallUu.

[IK 1.2 [TonnepxuBaTh pPabOTOCMOCOOHOCTh amMapaTHO-NPOTPAaMMHBIX CPEJICTB YCTPOMCTB
MH()OKOMMYHUKAIIMOHHBIX CHCTEM.

I1K 1.3. YcTpaHsITh HEMCIIPABHOCTH B paboTe MHPOKOMMYHHUKAIIMOHHBIX CUCTEM.

[IK 1.4. [IpoBomNTE NPHEMO-CAATOYHBIE MCHBITAHUS KOMIIBIOTEPHBIX CETEM M CETEBOrO

000py/IOBaHUs PA3IMYHOTO YPOBHS M OLIEHKY KayecTBa CETEBOM TOMOJOTHH B paMKax
CBOEI OTBETCTBEHHOCTH.

IIK 1.5. OcyiecTBIATh pe3epBHOE KOMUPOBAHUE M BOCCTAHOBIEHHE KOH(UTYpaIlMy CETEBOTO
000pynoBaHus MHPOPMAITMOHHO-KOMMYHHKAIIMOHHBIX CUCTEM.

IIK 1.6. Ocy1iecTBIATh MHBEHTapU3ALMI0 TEXHUYECKHX CPEJICTB CeTeBOM MHQPacTpyKTYpHI,
KOHTPOJIb 000PYI0BaHMsI [TOCIIE IPOBEJCHHOTO PEMOHTA.

K 1.7. OcCylecTBIATh perjaMeHTHOE OOCIy)KMBAaHHWE W 3aMEHY pPAacXOJHBIX MaTepuajioB
nepupepuifHOro, CETeBOro M CEpPBEPHOro 00OpyI0BaHUS HH()OKOMMYHHMKAIIMOHHBIX
CHCTEM.

1.1.3. Unaukatopbl chOpMUPOBAHHOCTH MPOHECCUOHATBHBIX KOMITETEHITUN

Hacrpoiika ceresot | [IK 1.1. [loxymeHntupoBats | HaBbIkH:
UH(QPaCTPYKTYpPHI COCTOSTHUS COCTaBJICHUS PETJIAMEHTHBIX OTUETOB O
MH(POKOMMYHHUKAITUOHHBIX 3aMEUYEHHBIX OTKJIOHEHUSIX oT
CUCTEM U UX COCTABJIAIOIIMX B | IITATHOTO peXUMa (HYHKIIMOHUPOBAHUS
nporecce HaJaJIKH U | ”HPOKOMMYHHKAIIMOHHBIX CUCTEM;
AKCILTyaTal[uu JIOKYMEHTUPOBaHUS 6a3oBoit
KOHQHUIypalludi ¥ [POrpaMMHOTO




obecrieueHus YCTPOKCTB
MH(POKOMMYHUKAITMOHHBIX CUCTEM

YMmenuns:

II0JIB30BaThCS HOPMAaTHBHO-
TEXHHUYCCKOM JOKYMEHTaIeu B
obractu WH(HOKOMMYHHUKAIIMOHHBIX
TEXHOIOTUI; COMPOBOXK/IATh

TEXHUYECKYI0  JOKYMEHTAIUI0  TI0
00bekTaM  MH(POKOMMYHHKAITMOHHBIX
CHCTEM;

KOHTPOJIMPOBATh HAIMYUE U JIBUIKEHUE

alraparHbIX, [IPOrPaMMHO-
anmnapaTHpIX U IPOrPAMMHBIX CPEJICTB;
pabortath c UH(POPMALIMOHHOM
CHCTEMOH 10 yIPaBIICHUIO 3arlacaMy U
PEMOHTOM;

ohOpMIIATh 3asBKH HAa MaTepHANbl H
KOMIUJICKTYIOIIHE

I/IH(bOKOMMYHI/IKaI_II/IOHHbIX CHUCTEM

3nanusa:

NpaBWil W TPOUEAYPhl TPOBEACHUS
WHBCHTAPH3AIINH;

NpaBWI MapKUPOBKH YCTPOWCTB W
AJIEMEHTOB MH(POKOMMYHHKAITMOHHON
CHCTEMBI,

OCHOB JICJIOTIPOM3BOJICTBA;

NpOIEyphl CIHUCAHUS TEXHUYCCKHX
CPEIICTB;

IPOrPaMMHBIX Cpe/CTB
WHBEHTApH3AIIWH;

MPUHIIATIOB KIIacCHU(PUKAIIUU u
KOJMPOBaHUS MHPOPMAITUH;

TUTIOBBIX BapHaHTOB
B3aMMO3aMEHSIEMOCTH;

MPUHIIATIOB OpraHu3aIuu
WH()OKOMMYHUKAIIMOHHBIX CUCTEM I10
yIpaBIECHUIO PEMOHTOM u
00CITy’)KMBaHUEM;

TUTIOBBIX CPOKOB POBEJCHUS

MPOPUITAKTUIECKUX PEMOHTOB;
TEPMUHOJIOTHM W  TIPAaBWJI  YTCHUS
TEXHUYECKON JOKYMEHTAIUU;

npaBua  OQOpPMIICHHUS  TEXHUYECKOMN
JOKYMECHTAllMH 1O  pe3yiabTaraM
MIPOBEPKU paboTocrnocoOHOCTH
YCTPOMCTB HMH(POKOMMYHHMKAIIMOHHBIX
CHCTEM

TIK 1.2. [TonnepxuBath
paboToCmoCcOOHOCTh
anmapaTHO-IPOTrPAMMHBIX
CpPEACTB YCTPOWCTB

HaBbiku:

YCTQHOBKM HH(OKOMMYHHUKALMOHHBIX
CUCTeM Ha pabouMx MecTax COTJIACHO
TPYAOBOMY 3aJaHUIO;




MH(OKOMMYHUKAIIMOHHBIX
CUCTEM

BBIIIOJIHCHUS IMArHOCTHKH aITapaTHBIX
o1noOoK YCTPOMCTB
MH()OKOMMYHHKALMOHHBIX CHCTEM;
JCMOHTAaXa u 3aMCHBI Yy3J10B u
9JIEMEHTOB  OT/CNBHBIX  YCTPOWCTB
MH(POKOMMYHUKAITMOHHBIX CUCTEM, B
TOM quCIie nepuepHitHOTO
o0opymoBaHus

Ymenus:

MPUMEHSITh MHCTPYKIIUH IO YCTAaHOBKE
U OKCIUTyaTallud  mepuQepuitHoro
000pyIOBaHus;

BBITTOJTHSATh 3aMeHy pPacxXoIHBIX
MaTepuaIoB ¥ KOMIUICKTYIOIIUX
nepudepuitHoro 060pyI0BaHNS,
UCIIOJIb30BATh KOHTPOJIBHO-
U3MEPUTENIBHOE  00OpYJOBaHUE IS
MIPOBEPKHU SJICKTPUUSCKHUX COCITUHECHUN
YCTPOUCTB MH(OKOMMYHHUKAIIMOHHBIX
CHUCTEM;

BBISIBIISITh U YCTPAHSATh MEXaHHUYECKUE
MOBPEKACHUSI U JCPEKThI YCTPOUCTB
WH(POKOMMYHUKAITMOHHBIX CUCTEM

3Hanus:

OCHOB  apXUTEKTYpbl  allapaTHbIX
CPEIICTB;

TPUHITUIIOB (GYHKIIMOHUPOBAHUS
amnmapaTHBIX CPEACTB BBIYMCIUTEIIHBHON
TEeXHHKHU;

TUTIOBBIX PETIIAMEHTOB OOCTY)KUBaHUS
anmnapaTHBIX CPEJCTB;

Ccroco00B OOHAPYKEHUSI MEXaHUYECKHUX
HEMmoNaJoKk B  paboTe  YCTPOKHCTB
WH()OKOMMYHUKAIIMOHHBIX CHUCTEM,
MPUYMH X BO3HUKHOBEHHS U TIPUEMOB
YCTpaHCHHUS;

TpeOoBaHUIl OXpaHbI TPyAa Mpu padoTe
c MIPOTPaMMHO-AITAPATHEIMU
cpencTBaMu MH()OKOMMYHUKAIIMOHHBIX
CUCTEM

IIK 1.3. Yerpanarts
HEUCIPAaBHOCTH B  pabote
MH(POKOMMYHHUKAITUOHHBIX
cCHCTEM

HaBbikn:

BBISIBJICHHUC C60€B U OTKA30B CCTCBBIX
YCTPOMCTB U ONEPALIMOHHBIX CUCTEM;
ompeiesieHue cOOEB M OTKA30B CETEBBIX
YCTPOMCTB U ONEPALMOHHBIX CUCTEM;
YCTpaHEHHE TIOCIEJCTBUM CcOOeB W
OTKAa30B  CETEBBIX  YCTPOWCTB U
OHepaHI/IOHHBIX CHUCTEM,

ONpeACIICHUE MPUYUH BO3HUKHOBEHHUS
KPUTHYECKUX HHITUACHTOB IIpH pabore




MIPUKJIIATHOTO IPOTPaAMMHOTO
obecrieueHus

Ymenus:

UICHTHPUITIPOBATH WHIUICHTBI,
BO3HUKAIOIINE npu YCTaHOBKE
MIPOTrPaMMHOT0 obecrnieueHus, u

NPUHUMATh pEIIeHHEe 00 W3MEHEHUH
HPOIEeTypPhl YCTAHOBKH;

OLICHWBATh  CTENEHb  KPUTUYHOCTH
MHIUJICHTOB MIpHU paboTe MPUKIATHOTO
HIPOTPaMMHOTO 00ECIICUCHHS;
YCTPAHATH BOSHHUKAIOIIUC UHOUICHTHI,
POU3BOAUTD MOHUTOPUHT
aJIMUHUCTPUPYEMOI WH(POPMAIIMOHHO-
KOMMYHUKAIIHOHHOW CHCTEMBI;

JIOKyMEHTHUPOBAThH YYETHYIO
uHpopmarto 00  WCIOJIB30BAaHUU
CEeTEeBBIX pecypcoB COTJIAaCHO
YTBEPKACHHOMY IpaduKy

3HaHus:

JTUICH3UOHHBIE TpeOoBaHUS 1o
HACTpOWKe u JKCIUTyaTaluu
yCTaHaBIMBAEMOTO MPOrPaMMHOTO
o0ecIIeueHUS;

OCHOBBI apXHUTEKTYpbI, YCTPOWCTBA U
(yHKIMOHUPOBAHUST BBIYMCIUTEIHHBIX
CHUCTEM;

TpebGoBaHus OXpaHbl Tpyia Ipu padboTe

c anmnapaTHbIMH, IPOTrpaMMHO-
anmapaTHBIMH ¥ [POTPaMMHBIMH
CpeacTBaMHu aIMUHHUCTPUPYEMOU

MH(}OPMALIMOHHO-KOMMYHHUKAIIHOHHOM
CUCTEMBI

[IK 1.4. IIpoBoauTh mnpuemo-

CIATOYHbIE VCIIBITAaHUS
KOMIIBIOTEPHBIX ~ CETEM W
CETEBOTO o0opyoBaHus

Pa3IMYHOTO YPOBHSI U OIICHKY
KauecTBa CETEBOW TOMOJIOTUH B
paMKax CBOEH
OTBETCTBEHHOCTHU

HaBbiku:
IIOJITOTOBKA K IIPOBEICHUIO
MPEBAPUTENBHBIX UCIIBITAHU;

COCTaBIICHHUE rpaduka
MPEBAPUTENBHBIX UCIIBITAHU;
OIIOBEIIICHHUE MoJab30BaTeNe 0
BO3MOKHBIX nepeprIBax B
MPEIOCTABICHUN CEPBUCOB;
BEBITOJTHEHIE MPEABAPUTEIBHBIX
HUCIBITAaHUN

Ymvmenua:

UICHTHPUIIHPOBATH HHIIMJCHTEI,
BO3HHUKAIONIHE npu MPOBEJICHU U
MpeABapUTENIbHBIX UCIBITAHUN;
HCIIOJI30BaTh MPOLETYPHI
BOCCTAHOBJICHUS JTAHHBIX

ONpeAeNsITh TOYKA BOCCTaHOBJICHHUS

JaHHBIX;




OLICHMBATb  PUCKH  TIEPEPHIBOB B

MpEeA0CTaBICHUN CEPBUCOB npu
MPOBEJICHUH UCIIBITAHUI;
II0JIB30BAaThCS HOPMAaTHBHO-
TEXHHUYCCKOM JOKYMEHTaIeu B
obactu WH(HOKOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI

3Hanusa:

o0mye nTpuHIKIBI GYHKIIMOHUPOBAHUS
anmnapaTHbIX, MIPOTrPaMMHBIX "
MPOrPAMMHO-AIIAPATHBIX CpEICTB
aAMUHUCTPUPYEMOM CETH;
apXUTEKTypa armnapaTHbIX,
MIPOrpaMMHBIX u porpaMMHO-
armapaTHbIX CpEICTB

aIIMUHUCTPHPYEMOil WH(POPMAIIMOHHO-
KOMMYHHKAIITMOHHOMN CHCTEMBI;
Tpe60BaHI/I$I K KOMIIBIOTCPHBIM CCTAM;
ApPXUTEKTYPY MMPOTOKOJIOB;
CTaHIapTU3ALHIO CETEH;

JTambl  MPOCKTUPOBAHUS  CETEBOM
UH(PPaCTPYKTYphI; OPTaHU3ALMI0 PadboT
M0 BBOJY B KCIUTyaTallMl0 0ObEKTOB U
CCIrMCHTOB KOMIIBIOTCPHBIX ceTeﬁ;
CTaHIapThl Kabeseil, OCHOBHBIC BHJIbI

KOMMYHUKAIIMOHHBIX YCTPOWMCTB,
TEPMUHBI, TMOHATUSA, CTaHAAPTHl U
THUIIOBBIE 3JIEMEHTBI
CTPYKTYPUPOBAHHOU Ka0OenpbHOU

CUCTEMBI: MOHTaX, TECTUPOBAHUE;
CPEICTBA TECTUPOBAHMSI U aHAJIN3A;
MIpOrpaMMHO-aNIapaTHble  CpelCTBa
TEXHUYECKOT0 KOHTPOJISI

IK L.5. Ocy1iecTBIsITh
pe3epBHOE  KONMPOBAHHE U
BOCCTAaHOBJICHHE
KOH(UTypauu CETEBOTO
o0opyoBaHUs
UH(pOpPMaIMOHHO-
KOMMYHHUKAITHOHHBIX

HaBbiknu:

BOCCTaHOBJICHUE [1apaMeTpoB o
YMOJTYaHUIO COTVIACHO JOKYMEHTAIMU
OIEPALlMOHHBIX CUCTEM;
BOCCTAaHOBJIEHHE  TApaMeTpOB  IpHU
IIOMOIIM CEPBEPOB APXMBUPOBAHUS;
BOCCTAaHOBJIEHHE  TAapaMETpOB  IIpHU
IIOMOILIN CpENCTB YIPaBJIECHUS
CIEeIMATU3UPOBAHHBIX OMEPAIMOHHBIX
CHCTEM CETEBOT0 00OPYIOBaHUS;

IIJIaHUPOBAHUEC pacriucaHud
apXMBHPOBAHUS U  apXUBUPOBAHHE
apameTpoB MOJTb30BATEIHCKUX
YCTPOMCTB;

COIPOBOXKIICHUE CepBepoOB
apXMBHPOBAHUS IPOTPaMMHOTO
obecrnieueHus nH(pOpPMaLIOHHO-

KOMMyHI/IKaI_II/IOHHOﬁ CUCTCMBI,




MOHHUTOPHHI' ITPOBEACHHOI'O ITIJIAHOBOT'O

apXUBUPOBAHUS MOJIb30BATEIBCKUX
YCTPOICTB

Ymenus:

UCIIOJIb30BaTh pOLEAYPHI

BOCCTAHOBJICHUS JAHHBIX;

ONpeAeNATh TOYKH BOCCTAHOBIICHUS
JIAHHBIX;

paboTaTh C cepBepaMu apXHWBUPOBAHUS

i cpencTBamMu YIpaBIICHUS
OTICPAIIMOHHBIX CHCTEM;

II0JIB30BAaThCS HOPMAaTHBHO-
TEXHHUYCCKOM JOKYMEHTaIeu B
obactu WH(HOKOMMYHHUKAIIMOHHBIX
TEXHOJIOTHIi;

BBHITIOJIHATH ITIJIAHOBOE apXWBUPOBAHUE
MIPOTrPaMMHOTO obecneyeHus
[10JIb30BATEIbCKUX YCTPOMCTB
coriacHo rpaguky

3Hanusn:

o0urre MpUHLIMIB (PYHKIIMOHUPOBAHUS
anmnapaTHbIX, MIPOTPaMMHBIX 51
MIPOrpaMMHO-aINMapaTHBIX CpelCTB

aIIMUHUCTPHPYEMOil WH(POPMAIIMOHHO-
KOMMYHMKAI[MOHHON CUCTEMBI;

apXUTEKTypa anmapaTHBIX,
MIPOrpaMMHBIX u IPOrpaMMHO-
anmapaTHbIX CpEICTB

aJIMUHUCTPUPYEMON HH(OpPMaIMOHHO-
KOMMYHMKAI[MOHHOHN CHCTEMBI;

MHCTPYKLUU o YCTaHOBKE
aJIMUHUCTPUPYEMBIX CETEBBIX
YCTPOMCTB UH(OPMaIMOHHO-

KOMMYHHKaHHOHHOﬁ CHUCTEMBI,
TpeOOBaHUS OXpaHbl TpyJAa MpH padoTe
c ceTeBou anmapaTrypou
aZIMUHUCTPUPYEMON HH(pOpPMaIMOHHO-
KOMMYHHKaHHOHHOﬁ CHUCTEMBI

IIK 1.6. OcyiecTBisITh
MHBEHTAPHU3AIHIO
TEXHUYECKUX CPEJICTB CETEBOIl
UHPPACTPYKTYPHI,  KOHTPOJIb
o0opymoBaHus nocine
MIPOBEIEHHOT'O PEMOHTA

HaBpIkn:
HpOBe}IGHI/IC I/IHBCHTapI/ISaIII/II/I;
IIPOBEpPKA OTYETOB II0 PE3YIbTAaTaM

MHBEHTapU3alu U CIIUCaHUIO
anmaparHbIX, IPOTPaMMHO-
anmnapaTHBIX U IPOTPaAMMHBIX CPEJICTB;

¢bukcupoBaHue B JKypHaie

MHBEHTapHBIX HOMEPOB TEXHHUYECKUX
CPEJICTB aIMMHUCTPUPYEMOH CETH;
(ukcupoBaHue B JKypHaie
MECTOPACIOJIOKEHUS TEXHUUYECKUX
CPEJICTB a/IMUHUCTPUPYEMOH CETH;




MapKUpOBKa TEXHHYECKUX
aAMUHUCTPUPYEMOU CETH

CPEICTB

Ymenus:

BECTH TEXHUYECKYIO JIOKYMEHTAIIUIO 110
0o0BbeKTaM “H(pOpPMaITMOHHO-
KOMMYHHKAITUOHHOHN CHCTEMBI,
KOHTPOJIMPOBATh HAIMYKME M JIBUKCHUE
anmapaTHBIX, POrpaMMHO-
aIrmapaTHbIX U IPOrPAMMHBIX CPE/ICTB;
MOJIb30BATHCS HOPMAaTUBHO-

TEXHHUYCCKOM JOKYMEHTaIeu B
obractu WH(HOKOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI

3Hanusa:

npaBuja W TPOIEAYPHl TMPOBEIACHUS
WHBEHTapU3aIUK;

IpaBUJia MapKUPOBKH YCTPOHCTB U
AJIEMEHTOB nH(pOPMaLOHHO-

KOMMYHHKAIIMOHHOMN CHCTEMBI;

OCHOBBI JICJIONTPOU3BOICTBA;

npoueaypa CHUCAHHMS TEeXHHYECKUX
CPEJICTB;

OTpaclieBble HOpPMAaTHBHBIE IPABOBHIE
aKThI,

TpeOOBaHUS OXpaHbl TPyAa Mpu pabote

C arrmapaTHbIMH, IIporpaMmMHO-
anmapaTHeIMM U [POIPaMMHBIMU
cpeacreamu AIMUHUCTPUPYEMOI

MH(POPMALMOHHO-KOMMYHUKALIMOHHOM
CUCTEMBI;

IIPOrpaMMHBIE CpeacTBa
HWHBCHTapU3allun

IIK 1.7. Ocymectiars | HaBbiku:

periJaMeHTHoe OOCIyKMBaHUE | KOHTPOJIb OCTaTKOB 3allaCHBIX YacTeil 1

" 3aMEHy pacxXoJHbIX | 000PYIOBaHUA MO]] 3aMEHY;

MaTepuaioB MepugepuitHoro,
CETEBOTO u CEPBEPHOIO
000pyI0BaHUS
MH(POKOMMYHUKAITUOHHBIX
CUCTEM

KOHTpOJIb  coOmojieHust  rpaduka
NpPOQUIAKTUIECKOTO  OOCITYKHBaHH
000pyI0BaHNUS;

BHECEHHE JaHHBIX O [MPOBEIECHHBIX
pabotax B HHGOPMAIIMOHHYIO CUCTEMY
yIpaBIeHUS 3aMlacaMy U PEMOHTOM;
BHECEHHUE JIAHHBIX 00 MCIOJb30BAHHBIX
3aMacHbIX 4acTsIX B MHPOPMAIIMOHHYIO
CHUCTEMYy VIIpaBJICHUS 3amacaMu |
PEMOHTOM

Ymenus:
paboTaTte C JOTOBOPHOM W OTYETHOU
JIOKyMEHTaluell Ha 00CITyKUBaeMyro
MH(POPMAIMOHHO-KOMMYHHUKAIIMOHHYIO
CHCTEMY;




M0JIb30BATHCSA HOPMAaTHBHO-
TEeXHUYECKOU JOKYMEHTalueu B
obnactu MH(OKOMMYHHUKAIIMOHHBIX
TEXHOJIOTHi;

pabortartb c nH(pOpMaAITMOHHOM
CHCTEMOM yIpaBJICHHS 3alacamMu U
PEMOHTOM;

opopMIISITh 3asBKM Ha MaTepuaibl U
KOMIUIEKTYIOIME  MH(GOPMalMOHHO-
KOMMYHUKAIMOHHOW CHCTEMBI

3HaHua:

TUIIOBBIC CpOKI/I 3aKJIFOYCHUA nu
JIEHCTBHSI IOTOBOPOB HA OOCITYKUBAaHHE
MH(POPMALMOHHO-KOMMYHHUKALIMOHHOM
CHCTEMBI,

JEHCTBYIOLINE B OpraHu3anuu
JOKaJbHBIE aKThl Ha odopMieHue
3asBOK Ha MaTepuabl U
KOMILJIEKTYIOLIHE;

IPUHLIUIIBI OpraHu3aluu

MH(POPMALIMOHHBIX CUCTEM YIIPaBIICHUS
PEMOHTOM U 00CITy’KUBAHUEM;
TUIIOBbIE CPOKH IIPOBEACHUS
pO(UIAKTUIECKOTO PEMOHTA;
OpaBWiIa W NPOLEIypbl IPOBEICHUS
HWHBCHTAapU3aluu,

IpaBUiIa MapKUPOBKH YCTPOHUCTB H
AJIEMEHTOB nH(pOpPMaLOHHO-
KOMMYHMKAIIUOHHON CHCTEMBI;

OCHOBBI JIEJIONPOM3BOJICTBA;

IpoLEeAypa CHUCAaHMSI TEXHMYECKUX
CpPEICTB;

OTpaciIeBbIE HOPMAaTHBHBIE IIPABOBBHIE
aKThI

1.2. KonnuecTBo 4acoB, OTBOJAUMOE Ha OCBOCHHE MPOGECCHOHAITBHOTO MOTYJIsS

Bcero gacos 666,

N3 aux Ha ocBoenne MJIK - 466 yacos

B TOM 4HCJIe caMocTosiTeNbHas padora 10 yacos
KypcoBo# mpoekT — 30 yacoB

IPAaKTHKH, B TOM 4Kcie yueOHas - /2 yaca
npou3BoJicTBeHHas 144 yacos

[TpomexxyTounas arrecrainus 18 gacos.
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2. CTPYKTYPA U COAEP KAHUE ITPOPECCHUOHAJIBHOI'O MOAYJIA

2.1. CrpykTypa npoecCHOHAIBLHOI0 MOXYJISI

O0bem npodeccHoHATBHOI0 MOAYJIS, Yac.

Camocros | Koncyabtanuu,
Pabora o0yuyaromuxcs BO B3aUMOJCHCTBUM C NpenojaBaresiemM -TeJIbHAas IK3aMeH
Kobt HaunmenoBanus CyMmMapHBI pabora
Nnpo¢ecCHOHAIBHBIX U pasjesios i obrem 06ylteuue no MﬂK HpaKmuKu
06[IIHX KOMHeTeHHI/Iﬁ leO(l)eCCI/IOHaJIbHOFO HarpyskKu, JIaﬁopaTo
MOyt ac. PHBIX U KypcoBbix IIpousBoacTBEHHA
Bcero YuyebHast
NnpaKkTHye padot A
CKHUX (poeKTOB)
3aHATHH
MK 1.1-1.7 Pazgen 1. A
o 144 132 4 8

OK 01,02,04,05,09 KomribroTepHbie 3 8

cetu

Paznen 2.

Opranuzanus,
K 1.1-1.7 TIPUHIATIBL
OK 01.02,04,05,09 | HOCTPOCHHS u 288 282 130 30 6

(G YHKIIMOHUPOBAHU

s KOMIIBFOTEPHBIX

ceTei
IIK 1.1-1.7
OK 01,02,04,05,09 Vuebuas npaxmuxa 72 72

IIpouszsoocmeennasn
K 1.1-1.7 npa;muka (no 144 144
OK 01,02,04,05,09 | "POPHI0

CneyuanbHoCmu),

uacoe

IIpomesrcymounas 6

ammecmayus
BCEI'O 666 424 178 30 72 144 10 2
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2.2. TematudecKkuii IIaH U copiepkanue rnpodeccruonanbHoro moayis (ITM)

HanmenoBanmne pasacioB u

Copepxanue yueOHOro MaTepHaia,

noaxmoueHus kK cetu. CereBble nnrepdeiicubie miatel (NIC). Cpenbl nepegaun

TeM  1podecCHOHATBLHOTO | JIA0OpaTOPHBIC PAOOTHI M MPAKTUYECKHUE 3aHITHS, CAMOCTOsITeNIbHAsL yuyeOHas paboTa O6nen Kompt
MOYJIst (ITM), | oOy4arommuxcsi, KypcoBast padoTta (IIpoeKT) (€CIH MpeyCMOTPEHBI) qAcOB hopMHUpyeMBIX
MEXIUCLUIITIUHAPHBIX OKu IIK
kypcoB (MJIK)
1 2 3
Paznen 1. KommnbroTepHbie
CeTH
MJIK.01.01.
KommnsrorepHsle cetn
Copepxkanue ydeOHOro Marepuana
1 KommbrotepHsie ceTu
CoBmectHas pabota, IHTEpHET U COBpEMEHHBIE CETEBbIE TEXHOJIOTHH — 00J1aCTh
MPUMEHEHUST U Ha3HayeHue. Buubl KoMmblOTepHBIX ceTeil. ['nmobanmbHbBIE U 2 K 1.1-1.7
JIOKQJIbHBIE OK 01,02,04,05,09
CETH.
2 OpHOpaHroBbIE U KIMEHT-CEPBEPHBIE apXUTEKTYpbl. OCHOBHBIE KOMIIOHEHTHI
CEeTeM, CeTeBas Cpella U CETEBbIE YCTPOUCTBA. TEXHOIOTUH MOAKIIOUYEHHS K 2 K 1.1-1.7
Nurepuer. KonseprenTtHsie cetu. KauecTBo u Haae)kHOCTh ceTeil. OCHOBHBIE OK 01,02,04,05,09
TIOHSTHS CETEBOM 0€30MacHOCTH. TEeHIEHIIUN Pa3BUTHS CETEH.
Tema 1.1. Bsenenue B > v
CeTEBLIE TeXHOTOMIH 3 KoHconpHBIN AOCTYM, yaaneHHBId AocTyn ¢ momomibio Telnet m SSH, 5 [K 1.1-1.7
ucnoip3oBanue nopra AUX. OK 01,02,04,05,09
4 CereBble IPOTOKOJIBI 1 KOMMYHHUKAIIUU K 1.1-1.7
KommpoBanme u  mapamerpsl  cooOmeHusi.  CeTeBble  MPOTOKOJBI. 5 OK 01,02,04,05,09
B3aumoneiicteue npotokosioB. Habop npotokosnos TCP/IP u mporecc oOmeHa
nanubiMu. Opranusanun no crangaprusanuu: [ISOC, IAB, IETF, IEEE, 1SO.
5 MmuoroypoBueBeie Moaenu OSI u TCP/IP. WHkancynauus JaHHBIX. [K 1.1-1.7
[Tpotokonbubie Onoku maHHbIX (PDU). JlocTym K JIOKadbHBIM pecypcam. 5 OK 01,02,04,05,09
CereBas anpecauus. MAC- u IP- agpeca. Jloctyn K yAZaJ€HHBIM pPECypcaM.
1111103 MO yMOT4YaHUIO.
6 CereBoit poctym. [Ipotokonsl u ctanmapTsl (pusmdeckoro ypoBHs. CrocoObl 2 K 1.1-1.7

OK 01,02,04,05,09
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JAHHBIX u ux XapaKTePUCTUKH: MpOIycKHast CIIOCOOHOCTS,
MIPOU3BOUTEIHHOCTb.

Bunper megubix cereBbix kaOenein: UTP, STP, koakcuanbHbIi. Pa3sHOBUIHOCTH,
0CcOOEHHOCTH MPOKJIAZKN U TeCTHpoBaHUs Kabenell. CTpyKTypa U 0OCOOCHHOCTH

HPOKJIAJKH OITOBOJIOKOHHBIX KaOelneil. becnpoBojHbie cpeacTBa nepenadyu
nanubix. Crangapt Wi-Fi IEEE 802.11.

IK 1.1-1.7
OK 01,02,04,05,09

KananbHbIl ypoBEeHb U €0 MOIYyPOBHH: YIPaBIEHUE JOTHUYECKUM KaHAJIOM
(LLC) u Ynopasnenue noctynom Kk cpene nepenauu ganaeix MAC. Ctpykrypa
KaJpa KaHaJIbHOTO YPOBHS W NpUHLHUIIBI ero (opmupoBanus. CTaHIapThl
KaHAJIbHOTO YpoBHs. du3nueckas v JIoruueckasi Tonojiorust cetu. Tonosoruu
«TOYKA-TOYKAY, «3BE31IaN, «TIOJIHOCBSI3aHHAS, «KOJIbIICBAs».
[MomyxyruiekcHass W TONMHOAYIUICKCHAs repenada naHHBIX. OcoOeHHOCTH
kanpoB LAN, WAN, Ethernet, PPP, 802.11.

IK 1.1-1.7
OK 01,02,04,05,09

CereBnle Texnonorun Ethernet. CemelictBo cereBbix Texuojiornii Ethernet.
[Mpunmun pa6otsr Ethernet. B3aumopeiicteue na moaypoBusx LLC u MAC.
VYuopasnenue nocrynoM K cpeae nepenaun aaHHbix (CSMA). MAC-agpec:
unentudukanus Ethernet. Atpubytsl kagpa Ethernet. IlpencraBnenuss MAC-
aZIpecoB.

10

OnHO- M MHOrOaJIpecHoil, IMpOKOBelaTeabHONH pacchliok. CKBO3HOE
noakouenue, MAC- u [P-aapeca.

ITpoTtokon paspemienus agpecoB (ARP): mpunune! paboTsl, poib B Mpouecce
ynaineHHoro obmeHa naaHHbIMH. Tabmuubl ARP Ha cereBbIX ycTpoiicTBax.
OcHoBHble HegocTaTKu poTokona ARP - Harpyska Ha cpeny nepeaayun 1aHHBIX
1 6€30MaCHOCTb.

IK 1.1-1.7
OK 01,02,04,05,09

11

OcHoBHast uHpoOpManus o mnopTax Kommyrartopa. Tabmuma MAC-agpecos
kommytaropa. Dynkius Auto-MDIX. CnocolGel mepechliku Kajapa Ha
kommytaropax Huawei/Cisco. bydepusanus mnaMsaté Ha KOMMyTaTopax.
@dukcupoBaHHas W MOIyJbHas KOH(HUTypanuu KoMMmyTaTopoB. CpaBHEHHE
KoMMmyTanuu ypoBHs 2 U ypoBHs 3. Texnonorust Cisco Express Forwarding.
Bupryanbsubiii untepdeiic kommyratopa (SVI), Mapmpyrusupyemsiit mopr,
EtherChannel ypoBus 3. Kondurypauus mapmpyTu3upyemMoro nopra.

IK 1.1-1.7
OK 01,02,04,05,09

12

CeteBoll ypoBeHb B IIpoliecce nepeJadn JaHHbIX. [IpoTOKOIIBI CETEBOro ypoBHS.
OcHoBHble xapakTepuctuku IP-nporokona. Ctpykrypa naketos IPv4 u IPv6.
Oco0eHHOCTH M TIpeuMyliecTBa npotokona Pv6. Meronpl MapuipyTusanuu

K 1.1-1.7
OK 01,02,04,05,09
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y3710B. Tabnuua MapmpyTH3aluy y3JI0B U MapLIpyTH3aTopa JUlsl MIPOTOKOJIOB
IPvd u [IPv6. VcrpoiictBo wmapuipyrtuzatopa — Ilponeccop, mnamsTh,
onepanuoHHas cucrema. IlogkimroueHne Kk MaplIpyTU3aTopy 4epes3 pa3iudHbIe
noptel. HacTpoiika MCXOIHBIX mapaMeTpoB, HHTEPQEHCcoB, MUII03a IO
YMOJYAHMIO M JPYTHX XapaKTEPUCTUK MAPLIPYTU3ATOPA.

13

Ha3nauenue u 3a1a4u TpaHCIIOPTHOI'O YPOBHS.

MynbTUILIEKCUPOBAaHUE CEAHCOB CBs3H. ONHMCaHUE M CPaBHEHUE MPOTOKOJIOB
TCP u UDP — HaneXHOCTh UM NPOU3BOAMTEIBHOCTH, O0JACTh NPUMEHEHUS.
Anpecarust moptoB u cermentanus TCP u UDP. O6men nanubimu mo TCP.
IIpoueccer TCP cepsepa. YcranoBinenne TCP-coennHeHus u ero 3aBepuicHUE.
[Ipunnune! «rpéxcroponHero pykonoxatus» TCP. HanéxHocTts n ynpasieHue
notokoM TCP - IloaTBepkaeHHE MOJyYEHHUsI CETMEHTOB, MOTEpsl JaHHBIX U
MIOBTOpPHAs Mepeiaya, ynpaBIeHUE TOTOKOM.

IIK 1.1-1.7
OK 01,02,04,05,09

14

O6men nannabiMu ¢ ucrniosibzoBanueMm UDP. Tpoueccsr u 3anpocst UDP-cepsepa,

UDP-patarpammsl, nporeccsl UDP-kinenta. [Ipuinoxkenus, MCHONIBb3YIOIIHE
UDP u TCP.

K 1.1-1.7
OK 01,02,04,05,09

15

Crpykrypa IPv4-agpecoB. CereBas wu  y3noBas yactb [P-agpeca.
[IpeoOpa3oBanne  agpecoB  MEXIy  JBOWYHBIM U JICCATCPUYHBIM
npexncrasieHueM. Macka noncetu IPv4. CereBoit anpec, angpec ysna u
mupoKoBenarenbubii afapec cetu IPv4. IlpucBoeHue y3nmy CTaTHUecKOro
nuHamuyeckoro IPv4-anpeca. MuoroagpecHas mnepemava. IlyOGnuusble u
yacTtHbie [Pv4-anpeca. IPv4-anpeca cnennansuoro HazHauenus. [IpucBoenue IP-
aZpecoB.

IK 1.1-1.7
OK 01,02,04,05,09

16

CoBMecTHOE HCMOIB30BaHKe TMpoTOoKonoB [Pv4 u [Pv6: nBoiiHOW cTek,
TyHHEJIUpOBaHUe, npeodpazoBanue. [IpencraBnenue IPv6-anpecos. IlpaBuia
cokpauienust  3anucu  [Pv6-agpecoB.  MHauBuayanbHBIM,  IPYHIIOBOH,
NpOU3BOJILHBIA THIBI [Pv6-anpecoB. CTPyKTYphl JIOKAIBHOTO U INI00ATBbHOTO
uHauBUAYyabHbIX [Pv6-anpecos. CtaTuueckas u JMHaMU4ecKasi KOHQUTypaluu
rno0anbHOro uHAMBHAyasnbHOro azapeca. Ilpomecc EUI-64 u ciywaiino
CreHEepHpOBaHHBIN UAeHTUUKATOP HHTEpdelica.

K 1.1-1.7
OK 01,02,04,05,09

17

ICMP-cepBuchl. Otinunst a1t npotokosios IPv4 u IPv6. Coobmenus ICMPvI6
«3ampoc K MapmpyTu3atopy», «OO0BsSBIEHHE OT MapUIIPyTH3ATOPa», «3armpoc
cocenHero ysna» U «OOBsBIEHHE COCEIHEro Yy3ia». TecTHpOBaHHWE CETH ¢
MOMOIIBI0  AX0-3ampocoB. TpaccupoBka Mapmipyta. Bpemsi mpoxoxaeHus

IK 1.1-1.7
OK 01,02,04,05,09
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cur”aia B mpsiMmoM u oopatHom HarpasieHusx (RTT). Bpems xuznau (TTL) IPv4
u npejen nepexonos IPv6.

18

Pasnenenue IP-cereii Ha monceru. Cermenramus IP-cereii. OOMeH maHHBIMA
Mexnay mnoxacersmu. [lmanupoBanue ajapecanu B TojJceTAX. PacuerHble
dbopMynbl Ans  cerMeHTauuu ceTu. PazOueHume Ha TMOJCETH Ha OCHOBE
TpeOOBaHUI y3JI0B U ceTeld, B COOTBETCTBHH C TpPECOOBAHHSIMH CETEH.
Onpenenenue Macku nojcety. PazOuenue Ha 1ojiceT ¢ UCTIOIb30BAaHUEM MacKU
nepemeHHoll nHbl (VLSM). ba3zoBas Mozenp u Ha3HaueHHE OJIOKOB apecoB
VLSM. IlnanupoBanue aapecanuu cet. OcoOeHHOCTH MpoeKTupoBanus [Pv6-
cern. Pa3Onenue Ha OJICETH ¢ UCTIOJIL30BaHUEM HIeHTU(UKAaTOpa uHTepderica.

IK 1.1-1.7
OK 01,02,04,05,09

YpoBeHb NPUIIOKEHUH, YpOBEHb TMPEACTABICHUS M CEAHCOBBII YpPOBEHb.
[Ipumepsl pactipoCcTpaHEHHBIX NPUI0KEHHUM. [IpOTOKOIIBI YPOBHS IPUIIOKEHUN.
Opnopanrossie cetu (P2P). Mozens tumna «kiaueHT-cepBep». O0630p NPOTOKOIOB
HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomernsix umeé (DNS). dopmat
coobmenuit u uepapxus DNS. Yrunura «nslookup». Cnyx6a DHCP. IIpoTokon
nepenaun aiio (FTP). IIpoTokon oOMeHa G10kamMu CEpPBEPHBIX COOOIICHUN
(SMB). Konnenmuu «Bceoosemmtonuii Matepaer» BYOD. JlocTtaBka qaHHBIX
110 KOHBEPT'CHTHBIM CETSIM.

IK 1.1-1.7
OK 01,02,04,05,09

20

[InanupoBaHue M co3gaHue HEOONBLIONW KOMIIBIOTEPHOM CETH: OIpelesieHue
KJIFOUEBBIX (DaKTOPOB, BBIOOP TOIOJIOTMM U CETEBBIX YCTPOMCTB, BHIOOp U
HacTpoWKa TMPOTOKOJIOB, CHUCTEMBI ajpecaliMd. Mepbl 10 00eCneueHHIo
0€30MacHOCTH CeTH. YS3BUMOCTH U CETeBble aTaku. Pa3BeabIBaTeNbHbBIE aTaKH,
Ataxu nocryna, Otkas B oocinyxkuBanuu (DoS-ataku). PesepBHoe konupoBaHue,
OOHOBJIGHWE W  YCTaHOBKa  HCIpaBIeHUH.  MeKceTeBble  HKpaHBbl.
AyTteHTH(]UKaLNs, aBTOPU3ALUS U YUET.

IK 1.1-1.7
OK 01,02,04,05,09

21

Bxmrouenne nportokona SSH.

@ainoBble  CUCTEMBI MapIIPYTH3aTOpPOB M KOMMYTartopoB. PesepBHoe
KOIIMPOBAHNWE U BOCCTAHOBJICHHE C MOMOIIBIO TEKCTOBBIX (hailioB, MPOTOKOJIA
TFTP, USB-nakonutens. Berpoennbie ciry:x0b1 Mapmipytusanuu. [Tomxnepixkka
6ecrpoBOJIHBIX MOIKIIOYeHUH. HacTpoiika BCTpO€HHOTO MapIIpyTH3aTOPA.

IK 1.1-1.7
OK 01,02,04,05,09

IIpakTuyeckue 3aHsATHSA

Cocrapnenue kapThl ceTd IHTEpHET ¢ MOMOUIBIO0 YTHIIUT «ping» U «traceroutey,
«tracert»

IK 1.1-1.7
OK 01,02,04,05,09
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Co3ngaHue npocTom CeTu:

* VYcraHOBKa ceaHCa KOHCOJIM C CETEBBIM OOOPYJIOBAaHHEM WIPH MOMOIIH
nporpammel Tera Term;

» Co3manue cetu;

Hactpoiika OCHOBHBIX TapaMeTpoB KOMMYyTatopa. [1oaKimtoueHre KOMITBIOTEPOB
K CETH C TIOMOIIbI0 Kabenel 1 0eCpOBOAHBIX a/1alITePOB:

* OmnpeieieHHe CETEBbIX YCTPONCTB M KaHAIOB CBSI3H;

* O0KUM CETEBOTO Kades;

* [IpocMOTp AaHHBIX O OECIPOBOHBIX U MPOBOHBIX CETEBBIX aaNTepax.

IK 1.1-1.7
OK 01,02,04,05,09

CamocrosTenbHas pabota odyuatomierocs. Usyuenue Ethernet-texnomnoruii:

* [Ipocmotp MAC-aapecoB ceTeBbIX YCTPOICTB;

» Uzyuenue kanpos Ethernet ¢ momombto nporpammsl Wireshark;

* [Ipocmotp ARP ¢ momomipro nporpammer Wireshark, narepdeiicoB koman o
ctpoku Windows u I0S;

» Ucnonp3oBanne uHTEepdeiica komanaHoi crpoku [0S ¢ Tabmunamu MAC-
aJIpecoB KOMMYTaTOpa.

IK 1.1-1.7
OK 01,02,04,05,09

[Toctpoenue cetn Ha 6a3ze MapLIpyTU3aTOpA:

* [IpocMmoTp TabaMIl MapUIpyTHU3ALUHU Y3JI0B;

* N3yuenne pusnueckux XxapakTepuUCTUK MapLIpyTU3aTOPa;

» Co3/1aHuE CETH, COCTOSIIEH U3 KOMMYTAaTOpa U MaplIpyTH3aTopa.

K 1.1-1.7
OK 01,02,04,05,09

N3yuenune TpaHCIIOPTHOTO YPOBHS:

* HaOmronmenue 3a mpomeccoM TpEXcTopoHHero «pykomnoxatus» TCP ¢
nomolisio nporpammel Wireshark;

* M3yuenme 3axBaueHHbIX AaHHBIX DNS UDP c¢ nomomipro mporpammel
Wireshark;

* N3yyenue 3axBaueHHbIX mnaketoB FTP u TFTP ¢ momomipro mporpamMmsl
Wireshark.

K 1.1-1.7
OK 01,02,04,05,09

Hacrpoiika IP-agpecanuu:

* Ucnonb3oBanue kanpkynstopa Windows B paboTe ¢ ceTeBBIMU aJIpecamy;
* Konsepranus [Pv4-agpecoB B JBOUYHYIO CHCTEMY CUHCIICHUS;

» Onpenenenue [Pv4/IPv6-anpecos;

IK 1.1-1.7
OK 01,02,04,05,09
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* Hactpoiika [Pv6-anpecoB Ha CETEBBIX YCTPOUCTBAX;
» TecTupoBaHUE CETEBOTO MOJKIIOYCHHUS C TOMOINBIO KOMaHJ «ping» W
«traceroutey/«tracerty.

Cermenranus IP-cereit:

* M3ydeHune KalbKyJISITOPOB MOJICETEH;

* Pacuér moacereit IPv4;

* PazzienieHue cereid ¢ pa3IMyHbIMU TOTIOJIOTUSIMH Ha MOJCETH;

» PazpaboTka ¥ BHEJAPEHHE CXEMBI ajpecaluu pas3aeinéHHoi Ha nojacetu [Pv4-
CETH;

* PazpaboTka u BHeZpEeHHE cxXeMbl aapecanuu VLSM.

IK 1.1-1.7
OK 01,02,04,05,09

IP-anpecanus:

e aHanu3 TpaduKa OJHOAAPECHOW IMepenayd, MIUPOKOBEUIATEIbHON U
MHOT0aJPECHOMN PaCChUIKH;

* HacTpoiika aapecanuu [Pvo6;

* npoBepka anpecauuu [Pv4 u IPv6;

* 0TpabOTKa KOMILJICKCHBIX TPAKTHUECKHUX HABBIKOB.

K 1.1-1.7
OK 01,02,04,05,09

Cermenranus IP-cereii:

* OpraHu3alys NoJACETH MO Pa3IUYHBIM CLIEHAPUSIM;

* pa3paboTKa U BHEJPEHUE CTPYKTYpHI aapecaruu VLSM;

* BHEAPEHUE CXEMBI aJipecaluu pa3aenéHHon Ha noacetu [Pv6-ceru;
* 0TpabOTKa KOMIUICKCHBIX MPAKTHYECKUX HABBIKOB.

K 1.1-1.7
OK 01,02,04,05,09

10

AHanm3 KOMIBIOTEPHOH CETH:

* [IpoBepka 3azepkek B Iepelaui CeTEBbIX AKETOB C TIOMOIIBIO YTHIIUT «pIing»
U «traceroutey/«tracerty;

* Ucnonb3oBanue untepderica komananoi crpoku (CLI) mist copa cBenenuii o
CETEBBIX YCTPOICTBAX;

IK 1.1-1.7
OK 01,02,04,05,09

11

AHaln3 KOMIBIOTEPHOM CETM W HACTpOMKa MapuipyTu3aTopa: YIpaBlCHHE
¢aitnamu KoHGUTYpalMu MapUIPyTU3aTOpa C MOMOLIBIO TPOTrPAMMBI AMYJIISALUH
TepMHUHAJIA

* Yopasnenue ¢aitnamMu KOHQUrypauuu ycTpoicTs ¢ ucnoiszoBanueM TFTP,
dbnenr-mamsata u USB-HakonuTenei

* M3ydeHue npoueayp BOCCTAHOBJICHMS IIAPOJIEH.

K 1.1-1.7
OK 01,02,04,05,09
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CamocrosiTesqibHasi padora odyuyaromerocs. IlpoekTupoBanue u co3iaHue
CeTH /LISl MAJIOTO NPeINPUATHS

IK 1.1-1.7
OK 01,02,04,05,09

Tema 1.2. IIpuHmUNBI
MapLIPyTHU3AIUA "
KOMMYTAaIUH

Copepxanne yueOHOro Marepuana

1 BBenenne B kommytupyemble cetd. OObenuHEHHBIE ceTtu. HMepapxus B IIK 1.1-1.7
KOMMYyTUpYyeMoil cetu. Poib kommyTupyemsix ceteil. KommyTtupyemas cpena. OK 01,02,04,05,09
Junamuueckoe 3anosinenue Tabmuubsl MAC-aapecoB kommyrtaropa. Meroabl
NEPeChUIKM Ha KoMMyTaTtope. KoMmyranus ¢ mpoMeKyTOUHBIM XpaHEHUEM.

CkBO3Hast KOMMYyTAIUSl.
KommyTannonusie 1oMeHbl. CHUKEHUE Neperpy30K CETH.

2 OcHOBHbIE KOHIIENIMU U HAacCTpoiika kommyTanuu. [lepBoHavanbHas IIK 1.1-1.7
HACTPOIiKa KOMMYTaTOpa U BOCCTAHOBJIEHUE TIOCTIE CUCTEMHOTO cOO0sl. OK 01,02,04,05,09
Hactpoiika nocryna st 6a30Boro ynpaiieHusi KoMMyTaTtopoMm ¢ 1Pv4.

JlyniiekcHasi CBsi3b.

3 Hacrpoiika mopToB KOMMyTaTopa Ha (PU3NUECKOM YPOBHE. K 1.1-1.7
DyHKIHSA aBTOMAaTHYECKOT0 onpeesieHus Tumna kabens (Auto-MDIX). OK 01,02,04,05,09
IIpoBepka HacTpoek nopra kommyTraTtopa. [louck u ycrpanenue npodieM Ha
YPOBHE J0CTYHA K CETH.
besonacHocTh kOMMyTatopa. 3amMIIEHHbIN yaanéHHeld goctyn. Hacrpoiika
SSH.

4 Pacnipoctpanénnsie yrpo3bl Oe3omacHocTU: mepenosiHeHue Tadmuisl MAC- K 1.1-1.7
anpecoB, DHCP-cnydunr, ucnonp3oBanue ysa3BumocTeil mnporokosna CDP, OK 01,02,04,05,09
Ataku Telnet u ap. AyauT U npakTUYeCKUEe PEKOMEHJAIMHN MO0 00eCIeueHUI0
0€301aCHOCTH CETH.

5 bezonacHocts mopra kommyrtaropa. OtcnexxuBanue DHCP  cooOmienuit. IK 1.1-1.7
Oynkiua Oe3zonacHocTH mopTta. Buasl 3amutet MAC-aapecoB. Pexumbl OK 01,02,04,05,09
pearupoBaHMs Ha HapyleHue Oe3zomacHocT. [IpoBepka M HacTpoiika MOPTOB.

ITpoTtokoun cereBoro Bpemenu (NTP).

6 Bupryanenble nokanbhble ceth (VLAN) — knaccupukanuss U OCHOBHBIE IK 1.1-1.7

XapaKTEPUCTUKH. Tpankn BUPTYAJIBHBIX ceTel. KoHntpoib OK 01,02,04,05,09

IIMPOKOBEIIATENbHBIX JoMeHOB B ceTax VLAN. TerupoBanue kaapos Ethernet
st unentuduxanuu cetd VLAN. Cern native VLAN u TerupoBanue cranmaapra
802.1Q. Teruposanue rosnocosoii VLAN. Peanuzanny BUpTyaabHOM JTOKaIBHOM
cetu. Haznauenue noproB cetsiMm VLAN. Hactpoiika TpaHKOBBIX KaHAJIOB.
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[IpoTtokon muHamudeckoro cosmanusi TpaHkoBoro kanama (DTP). IMouck u
YCTPAHEHHE HEMOJAJ0K B BHUPTYAJIbHBIX JIOKAJIBHBIX CETSIX M TPAHKOBBIX
ka"aax. [Ipo6nemsr ¢ IP-ampecarueit cetu VLAN. HecoBnanenust pexxumMoB
TpaHKOBOW cBsi3u. lIpoekTupoBanue m obecneuenue OezomacHoct VLAN:
hopping, cnyduHr kKommyraTopa, aTaka ¢ JBOHHBIM TerupoBaHue™m, CeTb
PVLAN nepumerpa. Ilpaktuueckue peKOMEHAALMU MO IMPOEKTUPOBAHUIO
BUPTYJIbHOM JIOKQJIbHOM CETH.

IK 1.1-1.7
OK 01,02,04,05,09

Hacrpoiika mapipyrusaropa. MexaHu3msl iepecbuIKy nIakeToB. [loaxmoueHue
U HACTpoOMKa yCTpoHCTB. CBETONMONHBIE MHIMKATOPbl HAa MaplIPyTHU3aTOpE.
AxTuBanus u Hactpoiika [P-agpecanuu. IIpoBepka cBA3HOCTH ceTell ¢ MPSMBIM
nojkiaoueHueM. [IpoBepka HacTpoek uHTepdeiica. OUIbTpals BbIXOIHBIX
naHHbIX KoMmaHAa «show». Kommyramus nakeroB mexay ceramu. DyHKuus
KOMMYTAallMd MapuIpyTU3aTopa.

IIK 1.1-1.7
OK 01,02,04,05,09

Mapupyruzanus naketoB. Onpenenenue nyTtu. [Ipornecc npuHsATUs pelieHus o
nepecbuike makeToB. Bwibop ontumanbHoro mytu. IIporokonsr RIP, OSPF,
EIGRP. Pacnpenenenue Harpy3ku. AaMuHuUCTpUpoBaHue paccrostaue (AD) u
Ha/IeKHOCTh MapIIpyTa. AHAJIN3 TaOIUI] MApIIPYTH3AMY — UICTOUYHUK JJAHHBIX,
OPUHIUNBl  (OPMHUPOBAHHE BO3MOXXHOCTH HACTPOWKH. 3amucu TaOIHIbI
MapIIPYTU3aLUN Ul CETEN ¢ NPSIMBIM MOAKIIOUEHUEM. 3aJaHUE CTaTUYECKUX
MapuipytoB. [IpoTokonsl iuHaMuyeckoil Mapupytuzanuu cereit IPv4 u IPv6.

K 1.1-1.7
OK 01,02,04,05,09

10

Mapmpytuzanus mexxay VLAN. ITpuniuns! paGoTel MapmipyTH3aluu MExXy
VLAN. Hactpoiika mapuipyTu3anuu Ha 0a3e MapLIpyTH3aTOPOB ¢ HECKOJIBKUMU
¢usnyeckuMu uHTEpdericamu, ¢ UCHOIB30BaHUEM KOH(UTypaluu router-on-a-
stick, uepe3 MHOTOypOBHEBBIN KOMMYyTaTOp. [IpobiemMpl MappyTH3auu MEXY
VLAN. IIpoBepka KOH(UTypalluu KOMMYTaToOpa U HaCTPOEK MapIIpyTHU3aTopa.
Henonaaxu B pabote unrepdeiica. Omunbku B IP-agpecax m mackax mojceTu.
Hacrtpoiika n pabora koMMyTauuud Ha 3-M ypoBHE. MapuipyTusauus MexzIy
VLAN uepe3 BupTyanbHble UHTEp(DENchl KOMMyTaTopa, MapLIpyTU3UPyEMbIe
noptel. Henosagky B HacTpolikax KOMMYTaTopa 3-ro ypOoBH.

IK 1.1-1.7
OK 01,02,04,05,09

11

Cratnueckas wmapmpyrtuzanus. [IpenmyiiectBa W 3aJayM  CTaTUYECKOU
MapupyTu3aluyd. TuUmbl CTaTHUYECKUMX  MApHIPYTOB: CTaHAAPTHBIA, IO
YMOJIYaHHIO, CYMMAapHBbIH, IutaBatomuid. HacTpolika cTaTM4ecKux MapiipyToB
IPv4 u IPv6. Komanga «ip routey/«ip routing-table». MapuipyT cremyroiiero
nepexoga. Hampsmyro moakmrou€HHbIM cratnyecknid Mapumpyt. IlosHOCTBIO

K 1.1-1.7
OK 01,02,04,05,09
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3aJaHHBIA CTaTUYeCKUW MapmpyT. HacTpolika craTMyeckoro mapupyra o
ymonyanuto. Knaccosas agpecanus. KnaccoBble Macku MOJCETH.

12

becknaccopas  mexaomennas — mapmpytm3anus CIDR.  O0benuHeHuHE
MapuipytoB. Opranuzanus cynepcereil. Mcnonap3oBaHre MacoK MOACETH
¢duxcuposannoit ;ymmHb (FLSM). Macka noaceru nepemenHoit mmuabl (VLSM).
Hacrtpoiika cymMMapHbIX M IUIABAIOIIMX CTAaTUYECKUX MapuipyToB. Pacdér
cymmapHoro mapuipyra. O0beauHeHue ceTeBbix agpecoB [Pv4 u [Pv6. [Touck u
yCTpaHEHHE HETOJIaJ0K B HACTPOMKAaX CTATUYECKOTO MaplipyTa U MapuIpyra mno
YMOJYaHHUIO.

IK 1.1-1.7
OK 01,02,04,05,09

13

Junamunueckass mapupytusanus. [IpoTokoasl TMHAMUYECKOW MapLIpyTU3aluu
— Ha3HaueHue, NPUHLOUIBI paboTel W wucTopus pa3Butusa. CpaBHEHUE
IMHAMUYECKOH W  CcTaTudeckod Mapmpytu3auuu. [lpuHOumer  paGoTel
MIPOTOKOJIOB MapLIpyTU3alMu: MYCK IIOCie BKIOYeHUs nutaHus, CereBoe
obHapyxenne, OOMEH JaHHBIMH Mapmipytusanun, O0ecredeHne CX0IuMOCTH.
Knaccudukanusa mnporokonoB mapmpytuzanuu. I[Iporokonst IGP u EGP.
JIMCTaHIIMOHHO-BEKTOPHBIE IIPOTOKOJIBI RIP, IGRP. IIpoToKoIBI
Mapuipytuzauu 1o cocrosHuto kaHanma OSPF wu IS-IS. KinaccoBelie u
0eCKIIacCOBBIE MPOTOKOJIBI MapIIPYTH3AIMHA. XapaKTEPUCTHKH M METPUKH
IIPOTOKOJIOB.

IIK 1.1-1.7
OK 01,02,04,05,09

14

JluHamuueckass JUCTAaHIIMOHHO-BEKTOpHasl MapuipyTtusanus. JluctaHuuoHHO-
BEKTOPDHBI  aNrOpUTM. MeEXaHU3Mbl OTNPAaBKM U IOJYYEHHS JaHHBIX
MapuIpyTU3alKY, pacyéTa ONTHUMAJIbHBIX MyTed W J00aBIEHUs] MapIIPpyTOB B
TaOMUIy MapIIpyTU3allui, OOHApyKEHHs U pearupoBaHUs Ha M3MEHEHUs B
toniosoruu. Hactpoiika mnpotokona RIP: Bxmouenue RIPv2, otkmrouenue
aBTOMAaTHYECKOIO0 OOBEIMHEHUs, HAcTpoWKa IacCUBHBIX HHTEP(ENcoB,
rneperadya Mapupyra 1no yMoiadaHuro no cetd. Hacrtpoiika mporokona RIPng.
ITponiecc mapmipytuzanuu 1no coctossHuio kaHana. Hello mporokon. maker
cocrostHus kaHana (LSP). JlaBuHHas paccbuika MaKeTOB COCTOSIHHMS KaHaua.
JlaBuHHas pacchlUIKa IAKETOB COCTOSIHMS KaHana. Co31aHue IepeBa KpaTdanmx
nyreit SPF. Jlo6aBnenme mapmipyroB OSPF B Tabmuiy mapmipyTusaiiuu.
Henocratku mpoOTOKOJIIOB MapLIpyTH3allMd MO COCTOSHUIO KaHana. Tabmuia
MapuIpyTU3aluy. 3amucu € NOPSIMbIM MOAKIIOYEHHEM M YIalEHHOW CeTH.
JluHamuuecku noiydaemble Mapipytel [IPv4/6. Ilponecc moucka MapuipyTa.

K 1.1-1.7
OK 01,02,04,05,09

20




15

CewmeiictBo mpotokonoB OSPF. XapakrepucTwky, TPUHIUIBI pabOThl H
komnoHeHTbl OSPF. Oco6ennoctu OSPF miis omHON M HECKONBKUX 0OJacTei.
Maructpanbhaas o6nacts. Mukancymsus coodmennit OSPF. Tumbl makeToB
OSPF: naker npuerctsus (hello), maker onucanus 6a3sl ganabix (DBD), maker
3amnpoca coctosiHus kanaia (LSR), maker o6HoBiIeHUs cocTosHus kaHaia (LSU).
nakeT moATBepxkaeHus coctosHus kaHana (LSAck). OOHoBIeHHST cOCTOSHUS
kaHana. PabGoume coctossauss OSPF. Bweimenenuwiii (DR) wu  pesepBHBbIit
BbIeneHHbId MapmpyTtuzarop (BDR). Cunxponumzanus 6a3 manueix OSPF.
Hacrtpoiika OSPFv2 gms  omHoit  oOmactu. Pexkum  kKoHpUTyparuu
uAeHTUUKATOPB Mapuipytusaropa. Mcmons3oBanue untepgeiica loopback.
Bxmouenne OSPF na untepdeiicax.

IK 1.1-1.7
OK 01,02,04,05,09

16

[Tabnonnas macka. Komanma «network». Hactpoiika maccuBHBIX HHTEP(EHCOB.
@®opmyna pacuéra wmerpuku croumoctn OSPF. Hactpolika 3HaueHuit
MPOIYCKHOW crocoOHocTu uHTepdeiica. IlpoBepka cocenHUX YCTPOMCTB,
HacTpOEK IPOTOKOJA, JAHHBIX Ipolecca U Jpyrux xapakrepuctuk OSPF.
CpaBuenune OSPFv2 u OSPFv3. Anpeca tumna link-local. Tomomorus cern
OSPFv3. Hacrpoiika uaentuduxaropa mapuipyruszatopa OSPFv3. Bkitouenue
OSPFv3 na unrepdeiicax.

K 1.1-1.7
OK 01,02,04,05,09

17

Cnucku xontponsi goctyna (ACL). Ilpunmun pa6otrsr ACLcnuckoB. Turbt
ACL-criuckoB Huawei/Cisco mist IPv4. IIpucBanBanne HomepoB u uMEéH ACL-
cnuckaM. Pacuér mabmonHoit macku B ACL-cnuckax. Pexkomenpauuu 1o
co3mannio u pasmenieHnto ACL-cnuckoB. Pa3menienue craHgapTHBIX U
pacmmpennslx  ACL-crimckoB. Hactpoiika cranpaprHoro  ACL-cnmcka.
[Ipumenenue cranmaptHbeix ACL-cninckoB Ha uHTepdeiicax. KommenTtapuu k
ACL-cniuckam.

IK 1.1-1.7
OK 01,02,04,05,09

18

[IpoBepka M penakTHpoBaHHME CTaHIAPTHBIX HyMmepoBaHHbIX ACLcnuckos.
ACL-cratucruka. 3amurta noptoB VTY c momomipio crangaptHoro ACL-
ciimcka [Pv4. Ctpykrypa u Hactpoiika pacmmpeHHbix ACL-cniickoB ms [Pv4.
@unbTpanus Tpaduka ¢ ucrosib3oBaHueM pacmupeHHbIX ACL-cnuckos.

[Touck u ycrpanenue Hemosagok ACL-cnuckoB. PacmpocTpanéHHble OmMOKU
ACL-cniuckoB. CpaBHenue ACL-cnuckoB ans IPv4 u IPv6. Hactpoiika u
npoBepka ACL-cniuckoB ans [Pv6.

K 1.1-1.7
OK 01,02,04,05,09

19

IIpotokon DHCP. DHCPv4: 6a3oBas omnepamnus, ¢opmar cooOIieHui,
coobmieHuss OoOHapykeHHs U npennoxkeHus. Hactpoiika, mnpoBepka u

IK 1.1-1.7
OK 01,02,04,05,09

21




perpancianus npocroro DHCPv4-cepepa. Hacrtpoiika mapuipytuzaropa B
kauectBe DHCPv4-knuenta. Hacrtpoiika mapuipyruszatopa kiacca SOHO.
[Touck u ycTpaneHue Henoaaok B pabore mapmpyruzaropa DHCPv4.

20

[Tpotokon DHCPv6. ABTomaTtnueckas HacTpoiika agpeca 0e3 OTCIeKMBAHUS
cocrosiaust (SLAAC). IMpunnun padotet SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3
orcnexuBanus coctosinus. [Iporeccst DHCPv6. Hactpoiika mapiipyTtuzaropa B
kayectBe DHCPv6-cepepa u DHCPv6-knuenrta. Ilouck u ycrpaHeHue
Henosaaok B padore DHCPv6.

IIK 1.1-1.7
OK 01,02,04,05,09

21

[IpeobpazoBanne cereBbix aapecoB IPv4. KonuenryanpHoe npeoOpa3oBaHHE
cereBbix anpecoB (NAT). Tepmuuomoruss u mnpuHUUIB paboTsl NAT.
[IpoctpanctBo uactHbix [Pv4-agpecoB. Crathueckoe H AMHAMUYECKOE
npeoOpazoBanue cereBbix anpecoB (NAT). IIpeoOpa3oBanue aapecoB MOPTOB
(PAT). CpaBuennie NAT u PAT. IlpeumymiectBa u Hegoctatku NAT. Ananuz
crarnueckoro npeodpazoBanust NAT. lpunuun padotel quHamudeckoro NAT
Hactpoiika u mpoBepka NAT, PAT. Ilepeaapecanus noproB. Hactpoiika NAT u
npoTokoina IPV6.

ITonck u yctpanenue Henonaaok B padore NAT.

IK 1.1-1.7
OK 01,02,04,05,09

HpaKTI/I‘{eCKI/Ie 3aHATHUSA

Hactporika kommyTaTopa:
* ba3oBas HacCTpoWKa KOMMYTaTOpa;
* Hactpoiika mapametrpoB 6e30MacHOCTH KOMMYTAaTopa.

IK 1.1-1.7
OK 01,02,04,05,09

Hacrpoiika 6e30macHOCTH KOMMYTaTOpa:

» Hacrpoiika nmporokosa SSH;

» Hacrpotiika ¢pynaxium Switch Port Security;

* JTlouck u ycTpaHeHHE HEMONAJOK B CUCTeMe O0e30MacHOCTH MOPTOB
KOMMYTaTopa;

OTpaboTKa KOMIUIEKCHBIX MPAaKTHYECKUX HABBIKOB.

K 1.1-1.7
OK 01,02,04,05,09

Kondurypanus cereit VLAN:

* Kongurypanus cereit VLAN u TpaHKOBBIX KaHAJIOB;

* [Touck u ycrpanenue Henomnaaok B KoHpuryparun VLAN;

* Peanuzaius cucteMbl Oe3omacHocTH cetd VLAN;

* Peasmzanus cereit VLAN 11 cerMeHTanMu ceTel NpEeANnpUATH Majoro H
cpeaHero ou3Heca.

K 1.1-1.7
OK 01,02,04,05,09

Hacrpolika Mapupyrusaropa:

K 1.1-1.7
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* Mcnonb30BaHue KOMaH/IbI traceroute Jjisi OOHAPYKEHUS CETH,
* JIOKyMEHTHpOBaHUE CETH;

» Hactpoiika uarepdeiico IPv4 u IPv6;

» Hacrpoiika u mpoBepka HeOOIBINOH ceTH;

HccnenoBanye MappyToB ¢ IPSMbBIM ITOJIKIOYEHHEM.

OK 01,02,04,05,09

Hactpolika MapuipyTusamnuu:

» CocraBieHHe cxeMbl ceTH VIHTepHeT;

» Hactpoiika 6a30BbIX MapaMeTpoB MapLIpyTH3aTOpa C MOMOILBIO UHTEpdeiica
komanHoi crpoku (CLI) cucremsr Huawei VRP / Cisco 10S;

 Hactpoiika 6a30BbIX mapaMeTpoB MapipyTusaropa c nomoisio CCP.

IK 1.1-1.7
OK 01,02,04,05,09

Mapmipyruzauus mexay VLAN:

 Hactpoiika mapmpytusanuu mexay VLAN i kaxxgoro uaTepderica;

* Hacrpoiika mapupyruzanun Mexay VLAN Ha ocHoBe ctanaapra 802.1Q u
TPaHKOBOI'O KaHAJIA;

* [louck u ycTpaHeHUE HEMOJIAI0OK B MapuIpyTu3auu mexay cetsimu VLAN.

IK 1.1-1.7
OK 01,02,04,05,09

Hactpoiika ctaTnueckoil MappyTH3aLu:

* Hacrpoiika cratnueckux mapuipyrtos [Pv4/IPv6 no ymonyanuio;

* Pazpabotka u peanuzanus cxemsl aapecaruu [Pv4 ¢ ucnonszoBanuem VLSM;
* Pacuér cymmapubix MapuipytoB [Pv4 u IPv6;

* [Touck u ycTpaHeHne HENoOJAaA0K cTaTHYecKuX MapmpyTos [Pv4 n IPv6.

IK 1.1-1.7
OK 01,02,04,05,09

Hacrpoiika nuHaMU4ecKoi MapIIpyTU3aLun:
* UccnenmoBanme CXOIMMOCTH,
* CpaBHEHHE METO/I0B BBIOOpA MyTH B npoTokoiax RIP.

IK 1.1-1.7
OK 01,02,04,05,09

Hactpoiika nporokonos OSPF:
* Hactpoiika 6azoBoro nmpotokosnia OSPFv2 mis ogHo# 001acT;
* baszoBas Hactpoiika nporokosa OSPFv3 s onHol o6nacTH.

IK 1.1-1.7
OK 01,02,04,05,09

N3ydyenne MexaHU3MOB pabOThI CO CTUCKaMH KOHTPOJIS IOCTYIA!
» Harnsnnoe npencrasnenue pabotsl ACL-criucka;
» Hacrpoiika crangaptaeix ACL-cninckos;

K 1.1-1.7
OK 01,02,04,05,09
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* Hactpoiika crangapTHbIX iMeHOBaHHBIX ACL-cricKOB;
* Hactpoiika ACL-cniucka nist iuanii VTY;

10

N3ydyenne MexaHU3MOB pabOThI CO CIUCKaMK KOHTPOJIS TOCTYIA!

* Hactpoiika pacmmpenabix ACL-CIIUCKOB 1Jisl pa3IuyHbIX CIIEHAPHUEB;
* [louck u ycrpaneHue Henoiaaok B padore ACL-CICKOB;

* Hacrpoiika ACL-cniuckoB IPv6;

* OTpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

IK 1.1-1.7
OK 01,02,04,05,09

11

N3yuenue nporokono DHCP:
* bazosas nactpoitka DHCPv4 na mapipyrtuzatope;
* bazoBas nacrpoitka DHCPv4 na kommyrarope;

IK 1.1-1.7
OK 01,02,04,05,09

12

N3yuenne nporokosos DHCP:

* [Touck u ycrpanenue Henonaaok B padore DHCPv4;

* Hacrpoiika cepsepa DHCPv6 0e3 oTcnexxuBaHHs COCTOSIHUS U C
OTCJIE)KUBAHUEM COCTOSTHUS;

* [Touck u ycrpanenue Henonaaok B pabore DHCPvo6.

IK 1.1-1.7
OK 01,02,04,05,09

13

[IpeoOpa3zoBaHKEe CETEBBIX aPECOB:

* M3yuenue npunnuna padotsl NAT;

* Hactpoiika cratuueckoro u nuHamMmuueckoro NAT;

* Peanmm3anus cratnaeckoro u guHamudeckoro NAT;

* [IpoBepka, MOUCK U yCTpaHEeHUE Henosaaok KoHpurypauuit NAT;
* OTpaboTKa KOMIUIEKCHBIX TPAKTUYECKUX HABHIKOB

IK 1.1-1.7
OK 01,02,04,05,09

IIpomexyrounasi arrecranus (KoHcyabranus u 3K3aMeH)

Bceero yaco mo MJIK

144

Pasznen 2. Opraﬂmaunﬂ, NMPUHIHUIBI MOCTPOCHUSA U (l)yHKIIHOHI/IPOBaHI/Iﬂ KOMITBIOTEPHBIX ceTei

MJIK.01.02. Opranu3anus, NPUHIUNBI IOCTPOCHNS U ()YHKIMOHHPOBAHUS KOMIIbIOTEPHBIX ceTeil

Tema 2.1. Mapmpyrusamnus
" KOMMYTaIlUs.
MacmtabupoBanue ceTei

Conepxanue yq4eOHOro MaTeprasa

1

BBenenue B macmrabupoBanue cereil. Peanusanus npoekta cetu. [IpoekT
HMepapxXuyecKoi ceTu. Pacimpenue ceTu.

IK 1.1-1.7
OK 01,02,04,05,09

2

Bri6op CETEBBIX YCTPOMCTB. KommyTtanmronnoe o0opya0BaHue.
MapuipyTtuzatopsl. Y IpaBJISOIIMe YCTPOMCTBA.

IK 1.1-1.7
OK 01,02,04,05,09
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3 N36piTounocte LAN. Tlonsitus mporokona spanning-tree. Ilpenna3znauenue K 1.1-1.7
IIPOTOKOJIA Spanning-tree. OK 01,02,04,05,09
4 [Ipunnun pa6otsr STP. Tunsr npotokosoB STP. K 1.1-1.7
OK 01,02,04,05,09
5 Hacrpoiika nporokoma STP. Hactpoiika PVST+. Hacrpoiika Rapid PVST+. K 1.1-1.7
ITpoGiemsr HacTporiku STP. OK 01,02,04,05,09
6 OCHOBHBIE TIOHATHSl AarperupoBaHUsl KaHAJIOB. ATpPErMpOBaHUE KaHAJOB. K 1.1-1.7
Hacrpoiika arperupoBaHusi KaHaJIOB. OK 01,02,04,05,09
7 [Ipunnumn padoter EtherChannel. Hactpotika EtherChannel. ITpoBepka, mouck u K 1.1-1.7
ycTtpaHeHue Henosanok B pabore EtherChannel 0K 01,02,04,05,09
8 [Tpunnun pabotel EtherChannel. Hactpoiika EtherChannel. IIpoBepka, mouck u K 1.1-1.7
ycTpaneHue Heronaok B padore EtherChannel. OK 01,02,04,05,09
9 [TpuHumns! padoTel OecpoBOAHOM JoKanbHOU ceTu. CTpykTypa Kagpa 802.11. K 1.1-1.7
OYHKIIMOHUPOBaHUE OECIIPOBOHON CBSA3H. YIPaBICHUE KaHAIAMHU. 0K 01,02,04,05,09
10 | bezonacHOCTh OECIPOBOMHBIX JIOKATBHBIX ceTed. YTpo3wl mis cereir WLAN. K 1.1-1.7
Ob6ecneuenne OezomacHoctd WLAN. Hacrpoiika OecipoBOIHBIX JIOKAJIbHBIX OK 01,02,04,05,09
ceTel.
11 | Hacrpoiika OecrnpoBogHOro MapipyTtu3atopa. HacTpoiika OecripoBOAHBIX K 1.1-1.7
kieHToB. [Tonck u ycTpaneHnue Hermonanok B pabore cereit WLAN. OK 01,02,04,05,09
12 | Hacrtpoiika u ycrpaneHue Henosagok B pabore OSPF nns onHoit oGnacT. IK 1.1-1.7
Pacimmpennsie  mapamerpbl  mpotokosna OSPF  nons  onHoit  oOmactw. OK 01,02,04,05,09
MapupyTuzaiys Ha YpOBHSIX paclpeieNIeHus U siipa.
13 | OSPF B ceTsix ¢ MHOXECTBEHHBIM JIOCTYIIOM. PacnipocTpanenue mMapuipyTa mo K 1.1-1.7
ymosrganuio. ToyHas HacTpoiika unrepdeiico OSPF. OK 01,02,04,05,09
14 | 3ammra OSPF. VYcrpanenne Hemonamok peanuszanuu npoTtokosa OSPF s K 1.1-1.7
onHOM ob6mactu. CocTaBisIONINE MPOLEAYPHI MOMCKA U YCTPAHEHHUS HETIONa 0K OK 01,02,04,05,09
B pabore OSPF nns omHoit obmactu. Ilouck u ycTpaHeHHe HEMNOJalo0K B
mapuipytusanuu OSPFv2 s ognoit o6nactu. ITouck u yerpaneHue HEMoiIa 0K
B OSPFVv3 g ogHolt oOacTr
15 | Ilpunmun pa6otrer OSPF mns Heckonbkux obnacteil. Haznauenue OSPF s [IK 1.1-1.7

HeckoNbkux obmacteil. [Ipuaiun padotsl maketoB LSA B OSPF niist HeckombKUX
obnacteii. Tabnuna mapmpyruzanuu u Tunesl MapupyroB OSPF.

OK 01,02,04,05,09
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16 | Hacrpoiika OSPF nns neckonpkux obmacreid. Hactpoitka OSPF niis Heckonmbkux [IK 1.1-1.7
obmnacreir. O6wenunenue mapipyroB OSPF. IIposepka OSPF ans Heckombkux OK 01,02,04,05,09
o0acTe.

IIpakTHYyecKue 3aHATHS

1 Pa3BepThiBaHE KOMMYTHPYEMOI CETH C PE3EPBHBIMU KaHaJaMU K 1.1-1.7

OK 01,02,04,05,09

2 Hacrpoiika Rapid PVST+, PortFast u BPDU Guard IK 1.1-1.7

OK 01,02,04,05,09
3 Hacrpoiika nmporokona GLBP K 1.1-1.7

OK 01,02,04,05,09
4 Omnpenenenre THIOBBIX OMKUOOK KoHpuUrypauuu STP [IK 1.1-1.7

OK 01,02,04,05,09
5 Hacrpoiika EtherChannel K 1.1-1.7

OK 01,02,04,05,09
6 [Touck u ycTpanenue Hermonanok B padbore EtherChannel K 1.1-1.7

OK 01,02,04,05,09
7 ArperupoBaHue KaHAJIOB K 1.1-1.7

OK 01,02,04,05,09
8 HacTtpoiika 6ecripoBOJHOTO MapIIPyTU3aTOPA U KITUEHTA IK 1.1-1.7

OK 01,02,04,05,09
9 Hacrpoiika 6a3zoBoro mporokona OSPFv2 mist ogHOM o6mactu K 1.1-1.7

OK 01,02,04,05,09
10 | Hacrpoiika OSPFv2 B ceTn MHOKECTBEHHOTO JIOCTYIIA K 1.1-1.7

OK 01,02,04,05,09
11 | Hacrpoiika pacmmpensbix ¢pyHkuuit OSPFv2 IK 1.1-1.7

OK 01,02,04,05,09

12 | Ilouck M ycTpaHeHHE HENOJIAZAO0K B paboTe OCHOBHBIX MpoTokosoB OSPFv2 u IK 1.1-1.7
OSPFv3 s onHoit obitactu OK 01,02,04,05,09

13 | Ilouck u ycTpaHeHHE HEMOJAJ0K B paboTe yCOBEPIIEHCTBOBAHHOTO MPOTOKOJIA IK 1.1-1.7
OSPFv2 ans oguoi obiiacTu 0OK 01,02,04,05,09

14 | Bnanenue HaBbIKaMU IIOMCKA M YCTpaHEHUs Henonaaok B pabore OSPF IK 1.1-1.7

OK 01,02,04,05,09

15 | Hacrpoiika OSPFV2 ans HecKonbKuX obmacTeit [K 1.1-1.7

OK 01,02,04,05,09
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16 | Hacrpoiika OSPFv3 mist HeckobKUX o0acTeit [IK 1.1-1.7
OK 01,02,04,05,09

17 | Ilouck u ycrpanenue Hernonanok B padore OSPFv2 u OSPFv3 s HeCKOIBKUX K 1.1-1.7
obOacreit OK 01,02,04,05,09

Tema 2.2. Coenunenue cereii | Copepskanue y4eOHOro MaTepuajia

1 00630p TexHoOTHI TII00aTBHOM ceTH. Llens co3nanus rmodanpHBIX ceTei K 1.1-1.7
OK 01,02,04,05,09

2 [Tpunun paboTs! r106aabHOM ceTu. BeIOOp TeXHOIOTHH IT100aTbHOM ceTH IIK 1.1-1.7
OK 01,02,04,05,09

CepBuchl T7100aJIBHON CETH K 1.1-1.7
OK 01,02,04,05,09

3 NudpactpykTypsl  4YacTHBIX  rioOanbHbIXx  certedl.  HMubpacTtpykTypa K 1.1-1.7
00MIeTOCTYITHOM TII00ATEHOM ceTn 0K 01,02,04,05,09

4 Br160op cepBHCOB II100aIBHOM CETH K 1.1-1.7
OK 01,02,04,05,09

5 O0630p TOCIETOBATEIBPHOTO  COCIMHEHHMSI  «TOYKa-Touka». CBsA3b IO [IK 1.1-1.7
MOCJIeIOBATEIILHOMY KaHATY OK 01,02,04,05,09

6 WNukancynauus HDLC. Ilpunuun pa6otel mpotokona PPP. IlpeumymiectBa K 1.1-1.7
niporokoisia PPP. LCP u NCP. Ceancsr OK 01,02,04,05,09

7 PPP MK 1.1-1.7
OK 01,02,04,05,09

8 Hacrpoiika nporokona PPP. Hactpoiika npotokona PPP. Ayrentuduxanus PPP IK 1.1-1.7
OK 01,02,04,05,09

9 Otnanka coeqnaenniit WAN. Otnankxa PPP K 1.1-1.7
OK 01,02,04,05,09

10 | Ynanéunas pabora. [IpeumymiecTBa ynanéHHON paboThl. buzHec-TpeOoBaHwMs K 1.1-1.7
JUI yIanEHHBIX paOOTHUKOB 0OK 01,02,04,05,09

11 | CpaBHeHHE pelIeHUH MUPOKOITOIOCHOTO qoctyma. Kadens. DSL K 1.1-1.7
OK 01,02,04,05,09

12 | becnipoBOHBIE MIUPOKOIIOJIOCHBIE CETH. BBIOOp perieHuit mupoKOImoIOCHOTO K 1.1-1.7
JIOCTYyTIa OK 01,02,04,05,09

13 | Hacrpotika mogxnrouennid XDSL K 1.1-1.7
OK 01,02,04,05,09

14 | O630p PPPOE. Hactpoiika PPPOE K 1.1-1.7
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OK 01,02,04,05,09

15 | Cetu VPN. Ocnogsl cereit VPN. Tunsi cereit VPN K 1.1-1.7
OK 01,02,04,05,09

16 | Tynnenu GRE mexny oovextamu. OcHoBel GRE. Hactpoiika Tynneneit GRE. IIK 1.1-1.7
OK 01,02,04,05,09

17 | Obuwme cBenenus o6 IPsec. 3amura npotokona IP. Ctpykrypa mportokona IPsec K 1.1-1.7
OK 01,02,04,05,09

18 | Ypanéunsnii noctyn. Pemenus VPN mis ymanéunoro nocryma. Cern VPN IIK 1.1-1.7
YAAJIEHHOTO I0CTYIA C UCIOJIb30BAHUEM 0OK 01,02,04,05,09

19 | IPsec K 1.1-1.7
OK 01,02,04,05,09

20 | Syslog. Ipunamun padotsr Syslog. Hacrpoiika Syslog IK 1.1-1.7
OK 01,02,04,05,09

21 | SNMP. ITpuniun padotet SNMP. Hactpoiika SNMP K 1.1-1.7
OK 01,02,04,05,09

22 | NetFlow. ITpunmun pabotsr NetFlow. Hacrpoiika NetFlow IK 1.1-1.7
OK 01,02,04,05,09

23 | [Ipoepka mozeneii Tpaduka K 1.1-1.7
OK 01,02,04,05,09

24 | Tlouck u ycTpaHEHHUE HETIONA0K C UCIIOIb30BAaHUEM CUCTEMHOTO MOIX0/1a K 1.1-1.7
OK 01,02,04,05,09

25 | JlokymeHTanus Mo ceTu [K 1.1-1.7
OK 01,02,04,05,09

26 | Ilpomemypa TmOWCKa W YCTPAaHCHHS HEMONAIOK. M3omsanus mpoOieMbl ¢ IK 1.1-1.7
IOMOIIBK0 MHOI'OYPOBHEBBIX MOJIEJIEH OK 01,02,04,05,09

27 | Ormanka cetu. CpencTBa MOWCKAa W yCTpaHEHUs Hemosagok. CUMITOMBI U K 1.1-1.7
MIPUYMHBI OTIAJKHA CETH OK 01,02,04,05,09

28 | Ilouck u ycTpaHEeHHUE HEIIOIAIOK CBsI3H B ceTsix IP IK 1.1-1.7

OK 01,02,04,05,09

IIpakTuyeckue 3aHATHS

1 Hacrpoiika 6a3oBoro PPP ¢ ayrentuduxanneit IK 1.1-1.7
OK 01,02,04,05,09
2 Otnanka 6a3oBoro PPP ¢ ayrentuduxanueit IK 1.1-1.7

OK 01,02,04,05,09
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3 [Tposepka PPP K 1.1-1.7
OK 01,02,04,05,09

4 Hactpoiika mapuipyruzatopa B kadectBe kiaueHTta PPPoE mna moakmtouenus K 1.1-1.7
DSL OK 01,02,04,05,09

5 Hacrpoiika Tynnens VPN GRE no cxeme «rodka-Toukay K 1.1-1.7
OK 01,02,04,05,09

6 Pa3zpaboTka TexHUYECKOTO 00CTYy)KHBAaHUS CETH K 1.1-1.7
OK 01,02,04,05,09

7 Hacrpoiika Syslog u NTP K 1.1-1.7
OK 01,02,04,05,09

8 N3ydenue mporpaMMHOTo o0ecrieueHus Ajii MOHUTOPUHTA CETH K 1.1-1.7
OK 01,02,04,05,09

9 Hacrpoiika SNMP IK 1.1-1.7
OK 01,02,04,05,09

10 | Coop u ananu3 nanHbix NetFlow IK 1.1-1.7
OK 01,02,04,05,09

11 | MUacTtpymMeHTapHii ceTeBOro aMUHUCTPATOpa AJis HAOJII0IeHUS K 1.1-1.7
OK 01,02,04,05,09

12 | Cooti B pabote cetn IK 1.1-1.7
OK 01,02,04,05,09

13 | Pa3paboTka JOKyMEHTAIHH K 1.1-1.7

OK 01,02,04,05,09

Tema 2.3.IIpoexkTrpoBanue
apXUTEKTYphl  JIOKAJbHOMN
ceTn

Coaep:xanue yueOHOTro MaTepuaJia

1 Tpebosanust CHull x 060py1oBaHIIO0 KOMIIBIOTEPHBIX CETEM K 1.1-1.7
OK 01,02,04,05,09

2 [IpoexktupoBanue anmnapatHoi. TpeboBaHHE K KOHCTPYKIMH U 00OPYJOBaHUIO K 1.1-1.7
arrapaTHou 0OK 01,02,04,05,09

3 [IpaBuiia MOHTa)a TEIEKOMMYHHUKAIIMOHHOTO 000PY/10BaHUS K 1.1-1.7
OK 01,02,04,05,09

4 [IpoektupoBanue kpoccoBbix. OOmme TpeOOBaHUS K KOHCTPYKIUU U K 1.1-1.7
000pyIOBaHUIO KPOCCOBBIX OK 01,02,04,05,09

5 KabenbHbIe Tpacchl MOJACUCTEMBI BHYTPEHHUX MarucTpaieit K 1.1-1.7

OK 01,02,04,05,09
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6 KoHcTpykTHBHBIE TpeOOBaHUS K CTOSKaM. OJeMEHThl  (OPMHUPOBAHHS K 1.1-1.7
KaOeJbHBIX TPACC HA TOPU30HTAIBLHOM YYaCTKe. OK 01,02,04,05,09

7 [Tonnoronoynsie KabeIbHBIE KAHAIBL. [IK 1.1-1.7
OK 01,02,04,05,09

8 [IpuHnune! ¥ npaBuIa moctpoeHus kadenpHoM poBoaku CKC. Beibop tuma u K 1.1-1.7
KaTeropus Kadels. 0K 01,02,04,05,09

9 TenexkommyHHKanMOHHas (pa3a TPOSKTUPOBAHHMS. K 1.1-1.7
OK 01,02,04,05,09

10 | Cxembl COETMHEHHS TPYMIIOBBIX YCTPOHCTB CETEBOIO 000PYI0BAHUS K 1.1-1.7
OK 01,02,04,05,09

11 | Pacuer nuHMI Kabene MarucTpaabHBIX MOJICUCTEM [IK 1.1-1.7
OK 01,02,04,05,09

12 | Pe3epBupoBaHHE MaruCTPAIbHBIX MMOJICUCTEM K 1.1-1.7
OK 01,02,04,05,09

13 | [TpuHIUIBI ¥ CIOCOOBI MOIKITIOYEHHUS CETEBOT0 000y I0BAHUS K 1.1-1.7
OK 01,02,04,05,09

14 | [IpoexTHast JOKyMEHTAITHSI. IIK 1.1-1.7
OK 01,02,04,05,09

15 | Ilpunuune! v npaBuia oopMIIEHUS IPOEKTHOM JOKYMEHTAlUU K 1.1-1.7
OK 01,02,04,05,09

16 | PabGouwne yeprexu IK 1.1-1.7
OK 01,02,04,05,09

17 | Ocobennoctu ohopmiieHus crerupuKaum K 1.1-1.7

OK 01,02,04,05,09

HpaKTI/I‘{eCKI/Ie 3aHATUA

1 [Topsiiok mpOeKTUPOBaHHUS JIOKAJIBHOM CETH K 1.1-1.7

OK 01,02,04,05,09
2 [TpoexTrpoBaHnEe KPOCCOBBIX K 1.1-1.7

OK 01,02,04,05,09
3 Pacuer nunMiT Kabeneit MarucTpaabHBIX MOJICUCTEM K 1.1-1.7

OK 01,02,04,05,09
4 [TocTpoenue kabenbHOM TpoBoiKH CKC K 1.1-1.7

OK 01,02,04,05,09
5 Crioco0ObI TOAKITIOYEHHUSI CETEBOTO 000Dy TI0BAHMS K 1.1-1.7
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OK 01,02,04,05,09

6 Pacuer BcriomorarensHOro 060py10BaHuUs 4 K 1.1-1.7
OK 01,02,04,05,09
7 Coznanue pabo4mx yepTexen 4 K 1.1-1.7
OK 01,02,04,05,09
8 Cosznanue cienudukanim 4 K 1.1-1.7
OK 01,02,04,05,09
9 CaHuTapHO-TUTHEHHUYECKHE TpeOOBaHUS K pa3MEIIEHUI0 KOMIBIOTEPHOTO 4 IIK 1.1-1.7
000pyI0BaHUS OK 01,02,04,05,09
10 | Ilopsmok TeCTUPOBaHUS U MPUEMO-CAATOYHBIX HCIIBITAHUA JTOKAIBHON CeTH 2 K 1.1-1.7
OK 01,02,04,05,09
CamocrosTenbHas paboTa 6 K 1.1-1.7
[TogroroBka K MNPaKTUYECKUM 3aHATHUSIM C HCIOJIB30BAHHEM METOJAMYECKUX PEKOMEHAAIMN MpernoiaBaress, OK 01,02,04,05,09
odopmileHre TPAKTHYECKUX 3aJaHU, OTYETOB U
MOATOTOBKA K MX 3aIlIUTE
ITpomexyrounas atrectauus(Auddepenunanbapiii 3a4eT) 2
Kypcosoii npoekrt (pabora)
Tematuka KypcoBBIX MPOEKTOB (PadboT)
MapuipyTuzanusi 1 KOMMYTalus B KOPIOPATUBHBIX CETSIX.
Hacrpoiika u ycrpanenue Henosagok B pabore OSPF mis onHol oGnacTi.
UccnenoBanue u aHanmn3 6€CpOBOAHBIX JTOKAIBHBIX CETEH. MK 1.1-1.7
HaCTpoﬁKa arperupoBaHMs KaHAJIOB. HaCTpoﬁKa, MIPOBEPKA, IIOUCK U YCTpaHCHHE HEMNOJIaJ0K B pa60Te EtherChannel. 30 OK 01,02,04,05,09
3ammuTa MeX(PUIMATbHON CBS3H.
Y4yeOHas NPAKTHKA
Buowvl npaxmuuecxoti noocomogxu: 72 K 1.1-1.7

* Hactpoiika npaB gocryna.

* OopmiieHne TEXHUYECKOW JOKYMEHTAIINH, ITpaBuiia 0OPMIICHUS TOKYMEHTOB.

* Hactpoiika anmapaTHOTO U IPOTPaMMHOTO 00€CTICUCHUS CETH.

» Hacrpoiika ceTeBoii kapThl, UMs KOMITbIOTEpa, pabodas rpymnmna, BBeIeHHe KoMnbpioTepa B domain.
* [IporpamMmHasi IMarHOCTUKA HEUCTIPABHOCTEM.

* AnmaparHasi JMarHOCTUKA HEUCIIPABHOCTEN.

* [Tonck HEMCIIPABHOCTEN TEXHUUYECKUX CPECTB.

OK 01,02,04,05,09
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* BeimostHeHHE IEMCTBUI 1O YCTPAaHEHHUIO HEUCITPABHOCTEM.

* Mcnonb30Banme akKTUBHOTO, TTACCUBHOTO 000PY/IOBAHUS CETH.
* YcTpaHeHue napa3uTHpPYyOUIe Harpy3Ku B CETH.

* [TocTpoenue pusnveckoii KapThl JIOKATBLHOU CETH.

* y4acTue B IPOEKTUPOBAHUHU CETEBOU MH(MPACTPYKTYPHI;

* y4acTHE B OpraHU3aIMK CETEBOT0 a/IMUHUCTPUPOBAHUS,

* SKCIUTyaTanus 00bEKTOB CETeBOM MHPPACTPYKTYPHI;

* y4acTHE B yIPaBJICHUU CETEBBIMU CEPBUCAMH;

* y4acTue B MOJIEPHU3AINH CETEeBOIl HHPPACTPYKTYPHI;

e BBIOOp MJAHHBIX JUIS aHAJIM3a HCIOJB30BaHUS M (DYHKIMOHHPOBAHUS IMPOTPAMMHO-TEXHHUUYECKUX CPEJICTB
KOMITBIOTEPHBIX CETEH;

* obecrieueHne ceTeBoil 0€301MacHOCTH.

IIpou3BoACTBEHHAS MPAKTHKA

Buowr npaxmuueckot noocomoexu:

» YcTaHOBKa Ha cepBEpbl U paboUne CTAHIMU: ONEPALMOHHBIE CUCTEMbI U HEOOX0AUMOE Ui pabOThl MPOrpaMMHOE
oOecrieyeHue.

* ydqacTue B pa3pabOTKe METO/I0B, CPEACTB M TEXHOJIOTUI MPpUMEHEHHUS 00BbEKTOB MPO(ecCHOHANBHOMN 1eTeNbHOCTH;
* OcymiecTBiIeHHE KOHPHUTYPHPOBAHHUS IPOTPAMMHOTO 00ECTICUeHHS Ha cepBepax U pabOvYMX CTAHIIHSIX.

* [Tognep:xka B paboTOCTIOCOOHOM COCTOSIHUM MTPOrPaMMHOE 00ecIiedeHe CepBEPOB U pabOUnX CTAHIUH.

* Peructpanus nosp3oBareneil J0KaJlbHOM CETH U MOYTOBOTO CEpBEpa, Ha3HAUAET UJICHTU(UKATOPHI U MTapOJIH.

* YcTaHOBKA IpaB JOCTyIa U KOHTPOJIb UCIIOJIB30BAHUS CETEBBIX PECYPCOB.

» OGecrnieueHnEe CBOEBPEMEHHOT0 KOIMPOBAHUS, apXUBUPOBAHUS U PE3EPBUPOBAHUS JTAHHBIX.

* [IpunHsiTHE MEP MO BOCCTAHOBJICHUIO paOOTOCIIOCOOHOCTH JIOKAJIBHOM CETH MPH COOSIX NI BBIXOJE U3 CTPOSI CETEBOTO
000pyIOBaHUA.

* BeisiBiieHue ommoOOK Mojib30BaTesiel u MporpaMMHOIro o0ecTiedeHrs U IPUHITHE Mep 110 X HCIIPABICHUIO.

* [IpoBeieHne MOHUTOPUHTA CETH, pa3padaThIBaTh MPEUIOKEHUS 110 Pa3BUTHIO HHPPACTPYKTYPhI CETH.

» ObecnieueHue ceTeBoi 6€30MaCHOCTH (3aLUTY OT HECAHKLIMOHUPOBAHHOI'O IOCTYIA K HH(POPMAaIUH, TPOCMOTPa WU
M3MEHEHHUS CUCTEMHBIX (DaiJIOB M JaHHBIX ), O€30MMaCHOCTh MEKCETEBOT0 B3aUMO/IEHCTBUS.

* OcyuiecTBICHUE aHTUBUPYCHOM 3aIUThI JIOKATBbHOM BHIUMCIUTEIBHONW CETH, CEPBEPOB U paOOUUX CTAHLUH.

* JIOKyMEHTHUPOBAHUE BCEX MPOU3BECHHBIX JEHCTBUM.

144

K 1.1-1.7
OK 01,02,04,05,09

JK3aMeH 110 MOAYJII0

18

Bcero yacos no IIM

432

Bcero yacos no IIM ¢ yyeTrom NpakTuk

666
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3. YCJIOBUSA PEAJIM3ALIMU TPOPECCUOHAJIBHOI'O MOAYJIA

3.1. TpeGoBaHusA K MUHMMAJIBHOMY MAaTEPHAJIbHO-TEXHUYECKOMY 00eceYeHH 0.

Jia  peanuzanii  IporpaMMmbl  MPOGECCHOHATBHOIO  MOJYJAS  JOJDKHBI  OBITh
MPElyCMOTPEHBI CIEAYIONINE CIeIHATbHbIE TOMEICHUS:
JlaGopatopust "lIporpaMmMHOr0 0OECHEYEHHS M COMNPOBOXKIACHHUS KOMIIBIOTEPHBIX CHCTEM"
Kabuner 219 YueOnslii kopiyc Ne 1)
Y4eOHast aynuTopus MpeIHa3HaueHa ISl IPOBEACHUS TCOPSTUUECKUX U MPAKTUICCKUX 3aHITHIA,
BBITIOJTHEHMS JIA0OPATOPHBIX PabOT, TPYNIOBBIX M WHIAUBHYATbHBIX KOHCYJIbTAIMH, TEKYIIETO
KOHTPOJIA U TPOMEXKYTOUHOU aTTECTAIUH.

O6opynoBanue Ha 14 pabo4nx MecT:

CTOJ1 KOMIIBIOTEPHBIA.

CTyn KOMIOBIOTEPHBII.

CTOn yYeHUYECKUM.

CTyn y4eHUYECKUM.

[xad.

Croun npenojaBaTels.

Ob6opynoBanue yueOHOro kKabuHeTa:

Knacc nepcoHanbHBIX KOMIIBIOTEPOB (aBTOMaTHU3UPOBaHHbIE paboune Mecta: nporeccop Core i3,
orepaTuBHAas MaMATh 00beMoM 4 ['6) oObeIuHEH B CETh C BOBMOXKHOCTBIO BhIx0/1a B MIHTEpHET,
JIOKAJIbHYIO CETh NHCTUTYTA.

KommyTtatop.

IIpoekTtop.

WHTepakTuBHAs AOCKA.

ABTOMaTH3UPOBAHHOE pabodee MecTo mpenoaasarels (mporeccop Core i3, orepaTuBHAas MAMSTh
o6bemoM 4 16)

Jlnist caMocTOATENbHOM paboThl 00YYAIOIIMXCsl UMEETCsl YMTAIbHBIN 3al1 (MeuaTeka) ¢ BbIXOJIOM
B ceTb UHTepHeT (Aya. 111 yueOnsIit kopryc Nel).

1. OdopynoBanmue:

1.1. Konnentpatop D-Link 16-port,

1.2. Cepsep Fujitsu RX100S7,

1.3. KonmupoBanbusiii anmapaTt Canon 112520 (hopmat A3),

1.4. ITpunTep nazepusrit Kyocera FS-1120DN,

1.5. IlpunTep 1BETHOM,

1.6. Monwutop 19" LCD LGM-W1934S BN (5 mit.),

1.7. Monutop ASUS 17" LCD (1 mr.),

1.8. MonuTtop 19” topview A1981Wx (41ur.)

1.9. Cucremnsiii 6510k Intel Celeron 430 (7 mit.),

1.10. Cucremuslii 6510k Intel Celeron 430 1800/ DIMM 1Gb/HDD 160Gb,
1.11. Cucremnsiit 650k Intel Core i5 4096, 500Gbh DVD-RW,

1.12. CTosbl KOMIIBIOTEPHBIE,

1.13. CTOBI KOMIIBIOTEPHBIE YTIIOBBIE C TyMOaMH,

1.14. Ctynbs, mkad,
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1.15. Cremnax i1 QUCKOB.

2. IlporpamMmmHoOe oGecnieyeHue:
2.1. Microsoft Windows 7,

2.2. Microsoft Office 2007,

2.3. Lazarus,

2.4. ABC Pascal,

2.5. Microsoft Visual Studio Express,
2.6. FreePascal,

2.7. FreeProlog,

2.8. NI LabVIEW,

2.9. FreeBasic,

2.10. MySQL,

2.11. Far manager,

2.12. Mozilla Firefox.

3.2. UndopmannonHoe odecneyeHne peaau3amum NporpamMmmbl
Jns peanuzauuu mporpammbl OuOIMOTEYHBIH (QOHI 00pa3oBaTeNbHONW OpraHM3alMU AO0JKEH
UMETh TICYaTHBIC W/WIIM 3JIEKTPOHHBIC 00pa3oBaTelIbHbIE W MH(OPMAIMOHHBIC PECypCHI, IS
UCTIOJIB30BaHUS B 00pa30BaTEIIHLHOM IPOIIECCE.

OcHoBHas1 JInTepaTypa
1. PabueBckuii, A. H. KommnbloTepHbIe CETU U CUCTEMBI CBSI3U. BBOIHBIN Kypc : yueOHOe rmocodue
JUIs cpeHero npodeccruoHaabHOTo 00pa3oBanus / A. H. PaGueBckuii. — Mocksa : I3gaTenbCcTBO
IOpaiir, 2024. — 226 c. — (IIpodeccuonanpHoe oopa3oanue). — ISBN 978-5-534-19073-1. —
Texct : oanektponnbiii // OOpazoBatenbHas 1uarpopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/555886 (mara obpamenus: 16.01.2025).

2. CeTy ¥ TENECKOMMYHUKAIIMKA : YUYCOHUK M MPAKTHUKYM I CpeaHEero MpodeccrnoHaIbHOTO
obpazoBanus / K. E. Camyiinos [u ap.] ; mon penakuueii K. E. Camyiinosa, 1. A. [llanumosa, /1.
C. Kynsa6oBa. — 2-e u3n., nepepad. u non. — Mocksa : M3narensctBo FOpaiit, 2024. — 464 c.
— (ITpodeccuonansroe obpazoBanue). — ISBN 978-5-534-17310-9. — Tekcr : 3MeKTPOHHBIH //
O6pazoBarenpHas mnatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/542157 (nmara
obpamenus: 16.01.2025).

3. bapunos, B. B., bapunos, U. B., IIponerapckuii, A. B., [Isipkun, A. H. KomnbroTepHblie cetu
yuebHuk / B. B bapunoB — MockBa: 2-e u3a. crep., 2020. — 192 c. https://www.academia-
moscow.ru/catalogue/4831/477329/

JlonoJiHuTeIbHAS JIUTEPATypa
1. Bamsaruna, O. M. HHpOKOMMYHHKAIIMOHHBIE CUCTEMbI U ceTH. OCHOBBI MOJCTHPOBAHUS :
yaeOHoe rnocobue i cpennero nmpodeccruonansuoro oopazosanus / O. M. 3amstuna. — MockBa
: U3parensctBo FOpaiit, 2024. — 167 ¢. — (Ilpodeccuonanbroe obpazoBanue). — ISBN 978-5-
534-17558-5. — Tekct : anexkTpoHHbIi / O6pa3oBarensHas iardgopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/542346 (nara obpamenus: 16.01.2025).

2. Iubpo, M. B. Ceru u TenekoMmmyHukanuu. Mapmpyrtuzanus B [P-ceTsix : y4eOHuK u
OPaKTUKYyM Il cpelHero mnpogeccuoHanbHoro obpaszoBanus / M. B. [luGpoB. — 2-e u3n.,
nepepad. u gon. — Mocksa : UznarensctBo HOpaiit, 2024. — 423 ¢. — (IIpodeccuonanbroe
oOpaszoBanue). — ISBN 978-5-534-16551-7. — TekcT : anekTpoHHBIN // OOpa3zoBarenbHas
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mwiarpopma HOpaiit [caiit]. — URL: https://urait.ru/bcode/544930 (nmara oOpameHus:
16.01.2025).
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4. KOHTPOJIb U OIIEHKA PE3YJIbTATOB OCBOEHUA
IMPOPECCHUOHAJIBHOI'O MOAYJIA

Kon u HaumeHoBaHUE
[1K u OK,
dbopMUpyeMBIX B paMKax

Kpurepun onenkun

MeToab! OlIEHKH

MOJTYJIsA

[TK 1.1. | Onpenenenue Dk3amen/3aueT B (opme
JIOKyMEHTHUPOBATh npodeccuoHaTbHON cobeceoBaHus:
COCTOSIHUS 3aJ]aud W OTaloB €€ | IPaKTHYECKOe  3a/IaHue
MH(POKOMMYHUKAIIUOHH | BBITIOJTHEHUS o HOCTPOCHUIO
BIX CHCTEM U  HX JIropuT™Ma B
COCTABJISIFOLIX B | OpeKxTuBHBI  MOUCK | COOTBETCTBUU C
npolecce HalaJKd | | uHGOpMauu I | TEXHUYECKUM 3aJJaHuEeM
IKCIUTyaTaIlH peleHus

ITIK 1.2. INognep:xuBath | IpohecCHOHAIBHOM DKCIEepTHOE
paboTOCIOCOOHOCTD 3a]1a4uu HaOJII0JICHUE U OLIEHKA Ha
anmnapaTHo- 1a00paTOPHO -
IporpaMMHBIX cpeacTB | OnpeneneHe pecypcoB | IPAaKTUYECKUX 3aHATUSX,
YCTPOMCTB TUTST peIleHus | P BBINIOJIHEHUU pPaboT
UHPOKOMMYHHUKAIIMOHH | MPO(hecCHOHAIBHOM o y4ueOHOMI U
BIX CUCTEM 3a71auu IPOM3BOICTBEHHOU

I[IK 1.3. VYcrpansars IIPAKTHUKaM
HEUCIPAaBHOCTH B | OLleHKa «OTIUYHO» -

pabote TEXHUYECKOEe  3aJaHue | 3aliura  OTYETOB IO
UH(POKOMMYHHUKAIIMOHH | IPOAaHAIM3UPOBAHO, IPAKTHYECKUM U

bIX CUCTEM

[IK 1.4.
IIPUEMO-CIATOYHbIE

[IpoBOoaUTH

WCIIBITaHHUS
KOMITBIOTEPHBIX CETEN U
CETEBOTO 000PYyI0BaHUS
pPa3IMYHOTO YpPOBHS U
OIICHKY KauyecTBa
CETEBOM TOIOJIOTUH B
paMKax CBOEM

OTBCTCTBCHHOCTH

[IK 1.5. OcyiiecTBasiTh
pe3epBHOE KOMTUPOBAHNE

aIrOpuT™M paszpadoTaH,

COOTBETCTBYET
TEXHUYECKOMY 3aJaHHIO
U oopmiieH B
COOTBETCTBUHU co
CTaHJIapTaMH,

MOSICHEHbI ero

OCHOBHBIE CTPYKTYPHI.
Ouenka «xopouo» -
aNIropuT™M paszpadoTaH,
odopMIIeH B

COOTBCTCTBUH Cco

1abopaTopHBIM paboTam

NuTtepnperanys
pe3ynbTaTOB
HaOJTIOICHUI 3a
NeSATEeTbHOCTHIO
oOyyarormierocs B
nporecce
o0Opa3oBaTeNbHON

OCBOCHMU

IPOTrPaMMBbI




37

" BOCCTAHOBJICHHE
KOH(pUTrypanuu
CETeBOr0 000PYAOBaHUS
uH(GOPMaITMOHHO-
KOMMYHHUKAIIMOHHBIX
CHCTEM.

IIK 1.6. OcymiecTBIsITh

CTaHJapTaMHU U
COOTBETCTBYET
3a/1aHUI0, ITOSCHEHBI €TO
OCHOBHBIE CTPYKTYPHI.

OueHka
«YIOBJIETBOPUTEIHHOY -

WHBEHTAPU3ALIUIO QIrOpUTM pa3paboTaH U

TEXHUUYECKUX  CPEJICTB | COOTBETCTBYET

CETEeBOM 3aJIaHUIO.

UHPPACTPYKTYPHI,

KOHTPOJTh

o0opy/ioBaHUsl  TOCJE

MIPOBEICHHOTO PEMOHTA

[IK 1.7. OcyiiecTBasiTh

periiaMeHTHOe

oOcy>KrBaHUE U

3aMeHy PaCXOTHBIX

MaTepuasoB

nepudepuitHoro,

CETEBOrO0 U CEPBEPHOTO

o0opy1oBaHUs

MH()OKOMMYHHUKAITMOHH

BIX CUCTEM

OK 01. Beioupats | [logbop BapuaHTOB | OueHka MTOJTHOTHI
CTIIOCOOBI pEIICHUS | pelIeHusT KOHKPETHOH | IEpeuHs  MOJA00paHHBIX
3a/a4y npodeccuoHaIbHOM BapUaHTOB
npodeccuoHanbHON 3aJ1avu WIHA MPOOIEMbI

JeSATeTbHOCTH

MPUMEHUTEITHHO K

Pa3sTUYHBIMH

KOHTEKCTaM

OK 02. Hcnons3oBats | JleMoHCTpanus Onenka MTOJIHOTBI
COBPEMEHHBIC CpEJICTBA | HABBHIKOB NepeuHss  MOJA00paHHBIX
MOWCKA, AaHalIW3a W | UCIIOIh30BaAHUS BapUAHTOB
WHTEPIPETAINA UH()OPMAITMOHHBIX

uHdopmaIuu, U | IOpTajoB B CeTH

nH(OpPMaITMOHHBIC WuTepHer, BKJTFOYAsI
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TEXHOJIOTHH JUTSt
BBITIOJIHEHHUS 3as1a4y
npodeccuoHanbHON
NEATEeIIbHOCTH

oduiragIbHbIC
nH(pOpMaIIMOHHO-
MIPABOBBIE TIOPTAJIBI

OK 04. DddextuBHO
B3aUMOJCHCTBOBATh |
paboTaTh B KOJUICKTHBE
1 KOMaH/Ie

JleMoHCTpHpOBATH
HABBIKH
MEKJIMIHOCTHOTO
001IIeHUSA c
COOJIIOEHUEM
OOIIETPUHSATHIX TTPABUII
CO CBEpPCTHHUKaMH B
oOpa3oBaTensHON
rpymre, C
MPETNoIaBaTeNIIMA  BO
BpeMs  O0yuyeHus, ¢
PYKOBOJIUTEISIMU
MIPOU3BOICTBEHHOM

IIPAKTUKH

DKCIEepTHOE
HaOII0ICHIE
[IOBEJIEHYECKNX HABBIKOB
B X0JI¢ O0y4eHUs

OK 05. OcyuiecTBiaTh
YCTHYIO U TTUCbMEHHYIO

JleMoHcTpanus

HABBIKOB rpaMOTHOM

DKCHEPTHOE

HaOJIIOJIEHUE  HaBBIKOB

KOMMYHUKAIIHIO Ha | yCTHOW W TMCHMEHHOMW | yCTHOTO W MHUCHBMEHHOTO
roCyapCTBEHHOM SI3BIKE | pEUH oO1eHus B X0J1e
Poccuiickoit @enepanuu oOy4eHus
C y4€TOM OCOOCHHOCTEH
COIMAITEHOTO u
KyJIbTYPHOTO KOHTEKCTa
OK 09. Ilonb3oBarbcs | JleMOHCTpanus yMEHHS | DKCIIEpTHAS OIIEHKA
npodeccCuOHaTbHON COCTaBJISITh TEKCTBI | COOTIOICHUS MpaBuUI
JIOKyMEHTAaIen Ha | JOKYMEHTOB, COCTaBJICHHUSI
roCcyapCTBEHHOM U | OTHOCSIITUXCS K | TOKyMEHTOB
MHOCTPAHHOM fA3bIKaX npodecCUOHATILHON

NEeATEeTLHOCTH, Ha

roCyapCTBCHHOM U

HMHOCTPAHHOM S3bIKaX
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